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Executive Summary

Any security techniques that are in operation, sooner or later, may disrupt/fail for any
reason, according to experience/records. As a result, and bearing in mind that Cl security
investments/efforts can be easily exploited. In addition the fact that today's our society,
lives are integrally tied with key sectors that provide critical services in which that recog-
nized so crucial to our well-being that their incapacity or destruction would have a sig-
nificant impacts on the global economy, national security, and public health and safety.
Therefore, Cls resilience had/have been gained more interest and the resilience ap-
proach is going far more than ecology and resources managements to include fields mar-
ket development, transportation, health, food security, society planning and disaster
management.

Furthermore, the manner that current Cls are connected to one another and to the In-
ternet, as well as being publicly accessible for remote access, has produced new threats,
such as data, Cl assets, and activity, which are increasingly being targeted by hackers in
order to obtain some benefits. As a result, critical infrastructure threats have increased
considerably in recent years. These cyberattacks have progressed to the point where
they may have had far-reaching and unexpected societal consequences. As a result,
cyberattacks on vital infrastructure have been named one of the top five worldwide dan-
gers by the World Economic Forum.

As a result, stakeholders involved in the safeguarding of such sensitive and crucial have
reached a level of awareness that strongly suggests Cls resiliency should be more em-
phasis. As well as Cls operators are increasingly looking into ways to improve the resili-
ency of their systems, industrial controls, and business continuity.

However, these Cls resiliency measurements/enhancements are facing some challenges
in order to assess their feasibility/suitability for each different Cls systems and complex-
ity to measure. As a result, Cls operators/businesses must have in-depth knowledge of
their Cl systems and their dynamic capacities-capabilities. This Cls deep knowledge need
to be evaluated incessantly along with the Cl different dimensions perspectives to draw
lessons on extract an essence into useful entities for resiliency evaluation metrics. Where,
each entities that contributes to Resilience index metrics is given a relative weight. On
the other hand evaluating a limited selection of outcomes or limiting resilience evalua-
tion to a single dimension of measurement may obstruct the deeper understanding of
Cl system dynamics required to apply resilience thinking and advise management deci-
sion makers. Thus, in order to evaluate Cl resiliency and produce consistent Cl resiliency
measurements, four resiliency Cl dimensions (resiliency evaluation model) would be in-
cluded within the continuous evolution process, and several outcome indicators must be
tracked.
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Scope

This work is aiming for providing a recommendation and practical hints on how to eval-
uate the concept of Resilience in the domain of Critical Infrastructures (Cl). The docu-
ment is not an engineering manual nor a research agenda. The work intend to be a
reference document general enough to be applied to all different ClI sectors, as well as
to be used and customized to draft sector specific similar documents.

The work progresses from the notion of resilience, beginning with today's Best Practices,
to a resilience state, attempting to highlight system resilience evaluation holistic ap-
proach at the border of the single Cl's assets or the Cl's full perimeter. This will necessi-
tate a dynamic and continuously adapted system resilience various dimensions, capaci-
ties, capabilities, and outcome indicators ready to begin with system study state operat-
ing and progress through disaster recovery and business continuity processes in case of
failure or cyber-attack.

The job was completed by take in due considerations the results of several previous ac-
tivates and approaches as proposed and described in official reports authority organiza-

tion standards such as ENISA, NIST, IEC etc.

Objective

The goal of this work is to highlight the Resilience concept for critical infrastructures Cls.
The work is intended to address several basic questions (Resilience: of what, from what,
to whom) and supporting the operators/owners of Cl already in operation (resilience
evaluation) holistic approach. How to foster resilience in an under-design project (resili-
ence engineering). In addition, providing a recommendation and practical hints on how
to evaluate the concept of Resilience in the domain of Cls, and why does the infrastruc-
ture system have a certain degree of resilience? As well as can be applied and customized

to any type of infrastructure systems?

Audience

The report focuses on those who work/interest from both industry and academia in the

design and development of Cls operation control associated information exchange-data
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and communications security (system resilience). As well as personnel who are being
targeted include:
e Cls integrator, developers, configurators, researchers and who assess energy sys-
tem communication.

e Policy makers, administrators, project designers, and network analysts
e OT/IT network security personnel

e Expert insights on securing and monitoring power systems
Document Structure

The resilience historically root term is identified at the beginning of this work, followed
by the generic definition of resilience reflecting different dimensions/disciplines point
view (technologies, people, processes and organizations) in which may overlapped with
thoughts such as robustness, fault-tolerance, adaptability, survivability, and agility,
among others is presented. Then the resilience evaluate model is analyzed along with its
initiated different dimensions and entities. The overall resilience evaluating recommen-
dations and mechanisms that able to adapt the Cls to address threat landscape, reduce
the reaction time and increase the reconfiguration capabilities to reduce the impact on
our society is defined.

Finally, examples of resilience outcomes cards driven approach support different resili-
ence evaluation dimensions. As well as resilience evaluation example using metrics de-
fining inputs given the energy resilience metrics for electrical system at the system level

is presented in Annex A.
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1 Introduction

From experience point view that any security approaches which are in activity, sooner
or afterward, may disrupt/fail to any causes. For this reason, and being mindful of the
truth that the investments/efforts put in for security of Cls can be effortlessly bypassed.
At this point, stakeholders involved in the safeguarding of such sensitive and crucial have
reached a level of awareness that strongly suggests Cls resiliency should be more em-
phasis. Let's begin with what the resilience phrases represent to better comprehend the
Cl's resilience strategy. The Latin word "resilience" is where the contemporary resilience
terms come from, and it means "bounce back"[1] in which that directly refers to an en-
tity's or system's capacity to return to its normal condition following the occurrence of
an event that disrupts its equilibrium. Such a broad term encompasses subjects as di-
verse as ecology, materials science, psychology, economics, and engineering.

There have been several attempts to define resilience. Many are comparable, while
many overlap with other ideas like as robustness, fault-tolerance, adaptability, surviva-
bility, and agility, among others. There have been several generic definitions of resilience
suggested that include a wide range of disciplines. For instance in [2] they define the
resilience as the “capability of a system to maintain its functions and structure in the
face of internal and external change and to degrade gracefully when it must.” Resilience
definition might also approach from a variety viewpoint and across application domains,
since Cls is made up of people, processes, and organizations, not just technologies. In
order to be full and successful, every resilience assessments should take into account all

of these entities.

1.1 Resilience deferent dimensions view point

In this part, the definition of resilience, along with the holistic Cl system view point that
includes all system entities such as people, processes, and organizations, not simply

technology, as any Cl system is comprised of, is provided as follows:,
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1.1.1 Social resilience

Social resilience where Individual, groups, and community capacities in interaction with
the environment are studied, for instance in [3] authors defined social resilience as “abil-
ity of groups or communities to cope with external stresses and disturbances as a result
of social, political, and environmental change.” In [4] authors define resilience within the
social domain as “the ability of community members to take meaningful, deliberate, col-
lective action to remedy the effect of a problem, including the ability to interpret the
environment, intervene, and move on”, within the “problem” word authors include both
the internal and external faults, shortages, changes etc. that the community members
need to take action and cope whit this “problem” and back to normal stage. In addition
the social domain resilience could be also classified in several subdomain such as ecology,
psychology and sociology where they have extensively researched in[5], [6], [7] respec-
tively.

1.1.2 Economic resilience

Economic resilience, economic success is becoming increasingly visible as a function of
an area's capability to prevent, tolerate, and rapidly recover from major disruptions
(i.e.,'shocks') to its objective basis. Several definitions of economic resilience place a
heavy emphasis on the ability to rapidly recover from an incident. In the context of eco-
nomic growth, however, economic resilience encompasses three major characteristics:
the capability to rapidly recover from a shock, the ability to tolerate a shock (accept some
level of shock), and the ability to learn from the past events, and prepare to avoid such
events entirely in future. For instance in [8] defines the economic resilience as “the ca-
pacity to reconfigure, that is adapt, its structure (firms, industries, technologies, institu-
tions) so as to maintain an acceptable growth path in output, employment and wealth
over time.” Thus, in order to establish economic resilience in a local or regional economy,
it is necessary to be able to identify risk vectors, assess the critical economic assets that
risk vectors might affect, or have a highly likelihood to occur. Then allocate resources
(system capacities), develop/evaluate the system response capability (system dynamic

capability) for each individual risk vector in a dynamic manner (continuous process) [9].
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1.1.3 Organizational resilience

Organizational resilience refers to the organization availability to sense their environ-
ment and gather the data, analyze and extract useful information. This useful infor-
mation is used for planning to, respond to, and adapt to rapidly changing according to
the developed resiliency “protection” strategy against unexpected disturbances. This dy-
namically continuous process will enhance the organizational resiliency, help the organ-
ization to survive from unexpected disturbances and grow based on improving/increas-
ing the organizational capacities leading to dynamic capabilities [10]. Several definition
for organizational resilience in literature for instance in [11] authors defined it as “the
ability of an organization to absorb strain and improve functioning despite the presence
of adversity.” In [12] author defines resilience for company as “the company's ability to,
and speed at which they can, return to their normal performance level (e.g., inventory,
capacity, service rate) following by disruptive event.” Cross-checking is a recurrent
theme in the preceding definitions; erroneous acts can be detected fast enough to limit
negative consequences and return to the normal performance level or even enhance it
by learning from the past event and might use/targeting new features that improve the

organizational performance .

1.1.4 Engineering resilience:

Engineering resilience is a term that has been widely used for a long time for several
domains, however for engineering resilience is relatively new. Engineering domain con-
sist from technical systems designed by engineers and usually they are multidisciplinary
complex system of systems. The focus of resilience engineering is thus resilient systems
performance rather than assets. In first early engineering resilience definition was given
in [13],” The essence of resilience is therefore the intrinsic ability of an organization (sys-
tem) to maintain or regain a dynamically stable state, which allows it to continue opera-
tions after a major mishap and/or in the presence of a continuous stress”. Other defini-

tion in [14] as “the intrinsic ability of a system to adjust its functionality in the presence
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of a disturbance and unpredicted changes”. Understanding the regular system function-
ality and the system technology behind, as well as the expected failures, is curtail for
resilience engineering designing and evaluation. In [15] authors define the engineering
resilience as “the ability of a system to sustain external and internal disruptions without
discontinuity of performing the system's function or, if the function is disconnected, to
fully recover the function rapidly”. Whereas, in [16] authors highlight six factors that
might enhanced engineering resiliency in which they are begin with minimization of fail-
ure, limiting of impacts, administrative controls/procedures, flexibility, controllability,
and end with the early detection.

Engineering resiliency encompasses all aspects of Cl design, building, operation, and
maintenance with the goal of ensuring the capability to prevent, absorb, adapt, recoup
from a troublesome event, whether natural or malicious cyber activates. Where, resili-
ency stress the importance of a whole rethinking around the concept of Cls protection.
Cls protection relates to the capacity to protect or mitigate the consequences of an
emergencies. Whereas Cls resiliency refer to the capability to cope with adverse occur-
rences in a way that prevent, absorb, adapt or might accept some ratio of disruptive
events while reducing the magnitude, effect, length of a disruption and return back to
normal operation as far as possible. Where as in some cases might accessed the previous
equilibrant point and achieve new record as mentioned above. Thus today’s Cls must
deal with an ever-changing threat and vulnerability landscape. That’s where resilience
emerges from and becomes an important part of the playing field. A resilient approach
is a holistic set of a dynamic continuous procedures and measures that encompasses the
entire structure of an organization and include whole different resilience dominations.
Starting from the physical part (Engineering resilience), to ensure the ability to prevent,
absorb, adapt, and recover to an attack, either physical or cyber. Then the management
part (Social resilience), putting organization personnel on a cooperative level and ongo-
ing training to upgrade, update and achieve best practices (aimed at reduce personal

mistakes, environmental inertia and social engineering issues). Thus in order to limit the
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resiliency concept confusing the transdisciplinary links is depicted in Figure 1, where ho-
listic resilience approach need to be addressed to have a reliable system resilience

measures.

| Dynamic
Security Capability
Crisis and Business
Emergency Continuity
management

Figure 1. Resilience transdisciplinary

At this point, resilience that is a step ahead to business continuity. System Resiliency
provide a full picture of a system in which that it mix among system availability, conti-
nuity, security, recovery, knowledgeability and scalability focusing first on how to unlock

the power of purpose and value as depicted in Figure 2.
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Threats from a gradually changing environment and disruptive events:

To the organization today To strategic objectives To the future organization

The organization today The desired future state
New opportunities &
Purpose & values | transformative | Strategic objectives |

> programmes
pCapabilities&capacity | | Measurable outcomes ‘

Figure 2. Business resilience process [17]

Organizations with high preparation resilience can quickly "self" adjust to internal and
external disruptive events such as failure or crisis, guaranteeing a continuous service.
With the explicit goal of providing an initial policy for building a resilience strategy for Cl
Resilience Evaluation, it can be said that such policy should be based on a generic resili-
ence model that the concept will be valid for different Cl systems. As well as this resili-
ence model need to be simple to apply and whose effectivity is simple to measure which

is the objective current work.

Leverage from

theEU .
2014—2020 g;%%?gﬁmon

European Social Fund




13

2 Resilience evaluation

A number of definition had already been presented in Part 1., in this report author will
be in line with the definition stated in [18]” Infrastructure resilience is the ability to re-
duce the magnitude and/or duration of disruptive events. The effectiveness of a resilient
infrastructure or enterprise depends upon its ability to anticipate, absorb, adapt to,
and/or rapidly recover from a potentially disruptive event”. It is clear that the Cl may face
different level of disruptive events occurrences. In reality, various disruptive events can
influence a system in different ways, necessitating distinct recovery strategies, in order
to achieve various level of resiliency. Thus in order to evaluate Cl resiliency, critical ques-
tion/factors need to answer and explore include for instance,

e |s the service has been degraded?

e How much of the service has been degraded?

e How soon the service has been recovered?

e How thoroughly the service has been restored?

e How comprehensively the services has been enhanced? in case of developing

system capacities-capabilities after destructive events been wiped

As a result, five question/factors must be revealed in order to evaluate Cl resilience reli-
ably.
To begin with is the condition of service supplied by a Cl in reaction to a disturbance, this
situation is illustrated in Figure 3. Where it shows the Cl system under disruptive event
and the processing that the Cl under hardening attempts to response, absorb, adapt and
rapidly recover to return back to normal operation (equilibrium state), which is the CI
operational steady state point in the sense of no disruptive events have/had occurred

yet.
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Equilibrium Event Previous / New Equilibrium

v y

Anticipate  Resist, Absorb
(Preparedness) (Mitigation)

u Recover Time

Respond, Adapt
(Response)

Figure 3. Cl Resilience according to disruptive event different time steps occurrence and recover
[18].

A natural calamity, an industrial accident, failure, cyber-attack or a terrorist assault are
different kinds of disruption events that might all cause a disruption to the Cls. The du-
ration of the disruption and the pace of service reduction would be determined by the
nature of the incident, the Cl architecture, and the mode in which the Cl is run. The
duration of the interruption (measured in time and represented along the x-axis), as well
as the rate and extent of recovery, would be determined by the same factors. Recovery
may not be complete, however as shown in Figure 3 the Cl system presented is return
back to the equilibrium state as before the disruptive event has been occurs and 100%
service delivery is achieved.

The second factor that need to consider to address the Cl resiliency is the Cl state where
it determined by the Cl development methodology and its operation conditions. For ex-
ample, Cl constructed with the broad redundancy idea, which quickly isolates the af-
fected entities/subsystems and reconnects the healthy one, may have a less severe and
shorter disruption. As a result, if a disruptive event occurs, the Cl is more robust than a
system with less redundancy, fewer backups, and is more difficult to reconstruct as illus-

trated in Figure 4.
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% services

Time (s, h, days)

Figure 4. Cls A and B have different recovery time/level and resilience to the same disruption
events

The third factor to consider when addressing Cl resiliency is how different Cls respond to
distortion events and the time required to completely recover. Thus the timescale de-
pendency for Cl resiliency/operation regardless of the occurrence of any destructive
events is crucial. For example the Cl resiliency service supplied may improve if the Cl is
constantly maintained, upgraded and updated, although at a cost. Whereas if the Cl
maintenance and improvements are not scheduled, performed, Cl operations may be
less expensive, but service may degraded in the future as illustrated in Figure 5. Whereas
Cl A with degraded operation functionality has less resilient awareness as well as less Cl
management capacities-capabilities, resulting in this degraded provision of services fol-

lowing occurrences.
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Cl A efficient operation

.......
.
o

f Ot e  m—

Cl A degraded operation

% services

Time (s, h, days)

Figure 5. Cl A upon different operation and response methods over timescale

Whereas the last two factors that need to consider in which that they play a significant
role at the resiliency evaluation task that depending on the Cl design and which kind of
operation for instance Cl detection-responding techniques/process, Cl capacities and dy-
namic capabilities for allocating resources, lead to different resilience than other Cls but
at a different costs. As Cl is given greater resources, it may be able to reconstruct, acti-
vate new features, learn from the wiped past events (after a disaster) with more-efficient
technologies. In this circumstance, and as a result of the fact that the Cl has been rebuilt
with more functionality/feathers, the quality of service provided after recovery may sur-
pass the initial level of the specified services as illustrated in Figure 6. Where CI C has a
higher resiliency and quality of services supplied after recovery. Whereas Cl A and B upon
additional resource has been allocated to rebuild the Cl capacities-capabilities after the

disruption events has been eliminated.
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% services

Time (s, h, days)

Figure 6. Cls Different resilience upon different responses based on different costs

At this stage, while creating the resilience evaluation model metrics for Cls, it is more
important to capture the essential elements mentioned above that are directly related
to Cl design, operations, disruptions, and service delivery in relation to their time-scale
[19].

2.1 Resilience evaluation model

The resilience characteristics are predicated on the notion that a Cl is comprised of peo-
ple, organizations, and technology (i.e.). These entities are reliant on other Cl resilience
dimensions. These dimensions may be layered in an abstraction degree order beginning
with the greatest abstraction level of complexity, Technical Dimension. Then Commu-
nity/Personal Dimension, Organizational Dimension and ending with the lowest abstrac-
tion degree level Cooperative Dimension. All of these resilience dimensions must be in-
cluded in any Resilience Evaluation (or even Engineering) effort. As a result, Figure 7 de-
picts the resilience assessment hierarchy model, which incorporates all of the several

dimensions of resilience evaluation entities that may be encountered in any Cl system.
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Figure 7. Resilience evaluation model

At this point resilience evaluation model for any Cl system align with resilience holistic
approach need to consider all different dimensions in order to have a reliable ClI resili-
ence measurements. Where each resilience dimension shown in Figure 7 is associated
with four resilience capacities. These Cl capacities may be linked to one or more of the
system capabilities, where capabilities represent the existing infrastructure design im-
plementations of the system. Furthermore resilience evaluation model has indicators for
all Cl dimensions which is the outcomes block. The resilience evaluation model outcomes
is quantifiable features (indicators) of all the resilience dimensions. At this point, the Cls
subject to assessment are defined by their capacities and capabilities.

2.1.1 Clresilience evaluation model capacities

Cl resilience capacity is refers to the inherent features of the system infrastructure (in-

puts) that are applied into each of the resilience dimensions to make the system resilient.

1OIm
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According to the predefined resilience evaluation model four capacities had been iden-
tified (predictive/preventive, absorptive, adaptive and restorative).

2.1.1.1 Predictive/preventive

Predictive/preventive Cl capacity is the ability of the system to foresee (detect) and pre-
vent disruptive occurrences is referred to as predictive/preventive Cl capacity.

2.1.1.2 Absorptive capacity

Absorptive capacity: refer to system's ability to automatically absorb the effect of system
disruptions and minimize their consequences.

2.1.1.3 Adaptive capacity

Adaptive capacity: refer to the level where the system may self-organize and rebuild in
order to restore system performance levels.

2.1.1.4 Restorative capacity

Restorative capacity reflect the system ability to be repaired, recovered fast and simply.

In the event of a disruptive situation, the four capacities will be activated as a deliberate
process, beginning with predictive/preventive and progressing to restorative, based on
the actual need.

The predefined Cl capacities can be linked to one or more of system capabilities,

2.1.2 Clresilience evaluation model capabilities

Cl Resilience capabilities which represent actual infrastructure engineering functional
solutions that might be used to enhance Cl resilience. The capabilities may encompass,
but are not limited to, all tasks that may be performed (e.g., Robustness, Redundancy,
Segregation, Diversity, Training, Governance, Automatic reaction, Rerouting, Human Re-
sources Substitution etc.). Despite the fact that these capabilities contribute to Cl resili-

ence, they must be included in the development and evaluation of Cl resilience.

the EU

European Union
2 O-I 4_2020 Europear?Regional

Development Fund

European Social Fund



20

2.1.3 Clresilience evaluation model outcomes

Cl resilience outcomes which is the last entity within the resilience model. Cl resilience
outcomes is that quantitative qualities of the dimensions, capacities and capabilities that
characterize the Cl subject to resilience evaluation.

Thus assessing resilience outcome includes determining the level of acceptability of re-
silience adopting solutions at the most fundamental level of implementation to support
system capacities. Resilience evaluation model outcomes are the fundamental tools and
indicators for the ClI resilience evaluation process. Figure 8 present the resilience tree
and components that contribute to the Cl resilience indicted by specific resilience out-

comes.
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Figure 8. Resilience entities that system resilience depends on organized in tree hierarchy [18]

Consequently, the System resilience evaluation challenges may be separated into two
concerns that must be addressed:
e What is being evaluated?

e What is the evaluation mechanism?
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From the first challenge there is a set of questions expressing the resilience evaluation
process. These questions must be addressed in order to fulfill the first challenge criteria,
Table 1, shows a set of raising questions.

Table 1. Set of resilience evaluation raising questions
No. | Questions resilience evaluation: what is being evaluated?

1 How many dimension does the evaluation include?

N

How many capacities does the evaluation include?

What is the smallest unit of analysis?

Resilience outcomes characterizing the unit under analysis?

Is the evaluation inductive or deductive?

|l | | W

is the evaluation standardized or tailored to the context

Whereas according to the second challenge, the resilience evaluation model presup-
poses the use of the resilience outcomes in order to determine the extent to which each
outcome proposal is implemented within the system under evaluation. Such a problem
can be approached in a variety of ways (qualitative, quantitative, semi-quantitative, etc.)
and with varying degrees of complexity. Furthermore, the issue of linkage among multi-
ple outcomes occurs. These outcomes are highly interdependent since any Cl system is
consists from a number of subsystems where each subsystem provides services that
linked to final outcomes. Thus quantifying Cl resilience necessitates an indexed compu-
tation based on the weighted value of each outcome. Though that “data emanating from
the four dimensions have to be correlated and a composed value of resilience for the
overall Cl inferred using tailored composing algorithm account for the dependency level

between the resilience of the different dimensions and layers”[18] as shows below;

RSystem = f(Reech Rpers' ROrg: Rpart) (1)

Function f in equation (1) must be specified at each levels of specificity (single asset,
critical infrastructure, system-of-systems). At various levels of abstraction, each entities
that contributes to Resilience index metrics is given a relative weight. In [18] several re-

silience outcomes cards has been identified in order to be selected and customized for
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specific Cl system/application resilience evaluation, whereas in [19] other approach for

Cl system resilience evaluation is presented using metrics defining inputs given the en-

ergy resilience metrics for electrical system at the system level as an example of both

approaches are shown at Annex A.
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3 Annex A

At the beginning examples of resilience outcomes cards driven approach support differ-

ent resilience evaluation dimensions is presented as follows;

Lo1 - DATABASE SCANNING
Description | Database Scanners are a specialized tool used specifically to identify
vulnerabilities in database applications. In addition to performing some
external functions like password cracking, the tools also examine the
internal configuration of the database for possible exploitable
vulnerabilities.
Pertinent Technical logical
Dimension(s)
CI Sector To be estimated by the sector specific experts. Very important for CI sectors
relevance with large DB, e.g. financial sector
Evaluation Database vulnerabilities
method(s)
Sources / http: //samate.nist.gov/index.php/Database_Scanning Tools.html
References http://www.mcafee.com/us/products/security-scanner-for-
databases.aspx
Lo3 - INTRUSION DETECTION OR PREVENTION SYSTEMS
Description Intrusion detection is the process of monitoring the events occurring in a
computer system or network and analysing them for signs of possible
incidents, which are violations or imminent threats of violation of computer
security policies, acceptable use policies, or standard security practices.
Intrusion prevention is the process of performing intrusion detection and
attempting to stop detected possible incidents. Intrusion detection and
prevention systems (IDPS) are primarily focused on identifying possible
incidents, logging information about them, attempting to stop them, and
reporting them to security administrators. In addition, organizations use
IDPSs for other purposes, such as identifying problems with security policies,
documenting existing threats, and deterring individuals from violating
security policies. IDPSs have become a necessary addition to the security
infrastructure of nearly every organization.
IDPS should be coupled with a complementary Vulnerability Assessment
process. This latter periodically explore existence of known vulnerability in
the computer/network system. The process is implemented with both
application resources and human skill. Consequently both an efficient IDPS
and VA program relies on advanced technology and professional skill.
Pertinent Technical logical
Dimension(s)
CI Sector To be estimated by the sector specific experts
relevance
Evaluation Methodology soundness, review frequency
method(s)
Sources / http://csrc.nist.gov/publications/nistpubs/800-94 /SP800-94.pdf
References http://www.sans.org/security-resources/idfaq/id_vs_ip.php
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Lo4 - PERIPHERAL PROTECTION: FIREWALLS, TUNNELLING & VPN

Description Since a couple of decades, firewalls are and stay as the main resources for an
efficient perimeter protection. They span from the simplest “packet filtering”
still widely in use kind to more complex architectures like the “screened host”
one.

A firewall system efficiency relies basically on two pillars: a sound and needs
tailored rules set and a regular logs analysis. This latter task should be
obviously carried on by skilled people, even if with the support of specialized
software able to reduce the bulky volume of information supplied by logs.
Tunnelling is the process to design and implement a Virtual Private Network
using TCP/IP family protocols, often packed in “bundles” (as IPSec) able to
assure all necessary services: cryptography, keys negotiation, session
negotiation etc.

Even if ready to use commercial application are widely available on the
market, internal skills able to evaluate such application and accomplish an
independent choice are recommended.

Pertinent Technical logical

Dimension(s)

CI Sector To be estimated by the sector specific experts

relevance

Evaluation Presence, percentage of applications/processes involved.

method(s)

Sources / http://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-

References negotiation-ike-protocols/14106-how-vpn-works.html
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Lo5 -MALWARE: PREVENT OR QUICKLY DETECT APTs

Description

A protection policy able to protect data against malware is a basic issue now-
a-day for both public and private entities.

Malware is today a multifaceted evil with different functionalities and
different levels of potential danger. In all cases it should be detected as early
as possible and eradicated.

Is recommended that malware, in all its various manifestations, is faced with
an actual specific policy which covers all the aspects of the process: functions
definition, roles and responsibilities assignment, products selection and
usage criteria etc.

Advanced persistent threats (APTs)—sophisticated, covert attacks bent on
surreptitiously stealing valuable data from targeted and unsuspecting companies—
can inflict serious harm to your business. Their relentless, persistent intrusions
typically target key users within organizations to gain access to trade secrets,
intellectual property, state and military secrets, computer source code, and any
other valuable information available. And no one—from government agencies to
start-ups—is immune today. You can, however, take proactive and rigorous steps
to detect APTs in their early stages and implement asset-protecting remediation.
Because APTs operate covertly and are difficult to detect, months can pass with
no visible compromises to the organization quietly under attack. Moreover, single
instances may be detected while multiple others inside the same organization go
unnoticed. Comparable to combating a life-threatening disease, early detection is
vital.

Pertinent
Dimension (s)

Technical logical

CI Sector
relevance

To be estimated by the sector specific experts

Evaluation
method(s)

Anti-malware software presence; effective APT activity.

Sources /
References

https://www.paloaltonetworks.com/products/features/apt-prevention.html
http://www.mcafee.com/us/resources/white-papers/wp-combat-advanced-persist-

threats.pdf

Pel - EMPLOYEES ARE TRAINED AND MADE AWARE OF RESILIENCE

REQUIREMENTS
Description | Employees receive standard training and, further to that, are introduced
to the basic concepts of resilience.
Pertinent Personal and organizational
Dimension(s)
CI Sector To be estimated by the sector specific experts. HR should have a significant
Relevance role in this evaluation
Evaluation Presence/absence
methods
Sources / M. Mullen “On Total Force Fitness in War and Peace” - MILITARY
References MEDECINE, 175, 8:1, 2010

Carlin Leslie, Air Force Public Affairs Agency OL-P “Comprehensive Airman

Fitness: A Lifestyle and Culture”, August 19, 2014.
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Pe2 - SPECIFIC RESILIENCE CAPACITIES AND FEATURES CONCEPTS DURING SAFETY
AND HEALTH TRAINING THAT WILL INVOLVE ALL THE CI PERSONNEL

Description | Safety and health training occasions are used to deliver also resilience-
oriented training. Where applicable, this training involves all the
resources, even those not specifically devoted to crisis and emergency
management.

Pertinent Personal and organizational

Dimension(s)

CI Sector To be estimated by the sector specific experts. HR should have a significant

Relevance role in this evaluation

Evaluation Number of hours of specific resilience training

method(s)

Sources / Regina A. Shih, Sarah 0. Meadows, Margret T. Martin “Medical Fitness and

References Resilience” RAND Project AIR FORCE Series on Resilience,2013
Sean Robson “Psychological Fitness and Resilience” RAND Project AIR
FORCE Series on Resilience,2014.

Sean Robson, Nicholas Salcedo “Behavioural Fitness and Resilience” RAND
Project AIR FORCE Series on Resilience,2014.

Sean Robson “Physical Fitness and Resilience” RAND Project AIR FORCE
Series on Resilience,2014.

Or2 - Organization’s resilience Management System

Description | A resilience management system in Critical Infrastructures, enables an
organization, to establish the context, define, plan, implement, operate,
check, review, and improve its resilience.

It helps an organization to design a balanced system to reduce the
likelihood and minimize the consequences of disruptive events. It
provides a framework for businesses to assess the risks of disruptive
events, develop a proactive strategy for prevention, response and
recovery, establish performance criteria, and evaluate opportunities for
improvement.

It empowers the organization to implement an organizational resilience
management system appropriate to its needs and those of its stakeholders.
It supports any organization wishing to enhance its resilience and
preparedness.

Pertinent Organizational

Dimension(s)

CI Sector To be estimated by the sector specific experts

Relevance

Evaluation Presence & Maturity level of Adoption by the Organization

method(s)

Sources / https://www.asisonline.org/News/Press-Room/Press-

References Releases/2010/Pages/OrganizationalResilience ANSIStandard.aspx

http://catalogo.uni.com/pdr/pub/uni_pdr_6_2014.pdf
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Or3 — Governance Framework — Stakeholders Analysis

Description
Stakeholder analysis is a process of systematically gathering and analysing
qualitative information to determine the interests that should be taken into
account when developing and/or implementing a policy or program. It
involves the gathering of Stakeholders' needs in order to contribute to
identify the overall resilience objectives. This is a relevant step to determine
the resilience program of critical infrastructures also beyond business
interest objectives; for example, when involving essential services to citizens
and other national level interests (i.e. political and economic stability, etc.).
Stakeholders' needs support also the definition of the organization intent and
objectives, thus contributing to identify also the resiliency posture.

Pertinent Organizational

Dimension(s)

CI Sector To be estimated by the sector specific experts

Relevance

Evaluation Presence & maturity level of adoption by the Organization

method(s)

Sources / http://transformed.businesscatalyst.com/media/articles/stakeholder_analys

References is.html

http://www.eestum.eu/voorbeelden/Stakeholders_analysis_guidelines.pdf

Or7 — Governance Framework - Resource allocation for Resilience

Description | Resilience is not a zero-cost process: a specific allocation of investment is
needed. The effectiveness of such investment should be suitably evaluated
through a Return on Resiliency Investment index. The investments are to
be intended for any tangible (human resources, technical infrastructure
and equipment) and intangible (culture, knowledge) asset deemed
necessary. The Chief Financial Officer of the organization should be
involved in the decision regarding the implementation of the Resilience
program and his evolutions.

Pertinent Organizational

Dimension(s)

CI Sector To be estimated by the sector specific experts

Relevance

Evaluation Presence & Maturity level of Adoption by the Organization

method(s)

Sources / https://www.enisa.europa.eu/activities/cert/other-work/introduction-

References to-return-on-security-investment

http://www.isaca.org/Journal/Blog/Lists/Posts/Post.aspx?ID=263
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Co1 -RELATIONSHIP WITH EXTERNAL BUSINESS PARTNERS

Description A partnership is an agreement between two or more entities that need
to work together to accomplishagoalin a trusted environment
providing them mutually beneficial relationship. This means a
partnership is on voluntarily basis, built on trust, and based on mutual
benefits.
Relationships with external actors impact every aspect of business
operations. Cooperation may occur as individual one-to-one
partnerships or it may involve multiple parties such as in external
alliances, suppliers’ customers’ relationships. A potential CI
operator/manager must therefore take a structured approach to set
reliable partnership able to complement and enhance existing business
activities.

Pertinent Cooperative

Dimension(s)

CI Sector To be estimated by the sector-specific experts

Relevance

Evaluation Existence of formal cooperation protocols

method(s)

Sources / http://www.bsigroup.com/LocalFiles/en-GB/bs-11000/resources/BSI-

References BS-11000-implementation-guide-UK-EN.pdf

Co2 - NEED TO GUARANTEE QUILITY IN PROVIDED SERVICES

Description Dependency from external actors for the productions of goods or
provision of services may strongly affect resilience performance of a
potential CI operator/manager. Service Level Agreements (SLAs) are
formalized way to guarantee the reliability of the input to the productive
process. They imply an indirect commitment of the external actors to
improve their resilience in order to not have cascading effects on their
clients. The punishment of not respecting the SLA is an additional cost in
terms of reimbursement to clients affected by the loss of service under
the agreed threshold.

Pertinent Cooperative

Dimension(s)

CI Sector To be estimated by the sector specific experts

Relevance

Evaluation Existence of SLAs

method(s)

Sources / https://www.cpni.gov.uk/documents/publications/undated_pubs/1001

References 002-guide_to_telecomms_resilience_v4.pdf
http://ieeexplore.ieee.org/xpl/login.jsp?tp=&arnumber=5339893&url=
http%3A%Z2F%2Fieeexplore.ieee.orgd%2Fxpls%2Fabs_all jsp%3Farnum
ber%3D5339893

Then example for Cl system resilience evaluation is presented using metrics defining in-

puts given the energy resilience metrics for electrical system at the system level is pre-

sented in [19] as follows;
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