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Executive Summary\[TVl]

The advancement of technology and standards that merge to power system operation
has a significant impact on utility performance and design. For example, IEC 61850 stand-
ard, which is still relatively new and at the initial stages of implementation, provides
practical advances in terms of more measured and calculated real-time data for power
system control and operation purposes. According to the IEC 61850 standard, this real-
time data is available and may be utilized in different subscriber IEDs located in various
levels/areas. IEC 61850 is an essential enabler of solutions such as harmonized data com-
munication, a high-interoperability framework, and network cyber security.

The topic of standardization of energy system communication is addressed in this report,
with a focus on smart grid. The primary goal of this work is to introduce a comprehensive
guideline that compiles all the necessary energy system standardization (IEC 61850
standard) concepts and practices in one place, thereby assisting professionals from both
industry and academia in the energy sector in implementing various levels of communi-
cation network. The report focuses primarily on three perspectives: standardization of
all energy system entities and functions, building various levels of IEC 61850 data model
and finally interfacing these different data models based on predefined protocols and
optimized topology. The report begins with the introduction, fundamentals of standard-
ization, then concludes with the IEC 61850 communication interface/protocols and best
practices for adding value to modern energy system operation.

Furthermore, due to the complexity of starting with the IEC 61850 standard, it may be a
clever idea to study the IEC standards outline documents first and then move on to more
advanced topics based on your needs, as the IEC 61850 standards cover a wide range of
topics. As a result, standards with relevant themes are listed in this report to address
standard issues and improve learning effectiveness.
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1 Introduction

Today's power system infrastructure lacks coordination among various operational enti-
ties, while being based on the needs of the traditional power industry several decades
ago. The existing infrastructure separates various subsystems, data and information
sharing is limited i.e., resulting in high-cost operation, more losses and slow/delayed
supply restoration. At this point, for any subsequent system activity, exchanging real-
time information becomes a primary duty. Real-time information needs to be exchanged
quickly and precisely between e.g., substation IEDs and even with other substations,
which necessitated the integration and consolidation of IEDs in substations/systems. This
endeavor necessitates the use of a communication standard to standardize the commu-
nication language between IEDs based on syntax and semantics to assure the interoper-
ability between multivendor IEDs and make the IEDs integration/interfaces more user-
friendly. The conventional power system communication solutions are even so simple
that they could not handle/support fully the smart electrical system operation function-

ality or they have reached their technical limits.

1.1 Motivation [TV2]

This report is an instructive specialized on details which can help maintaining the nomi-
native framework operation guidelines. It will emphasis the information interchange
among the facility of energy system producing or consuming units, as well as along with
the operators outside the facility in standardized way. Figure 1 illustrates the separated
areas by the red line based on inter/intra communication interfaces among the energy
system entities. This report's primary audience will be technical personnel from either
the academia or industry who need an overview of the concept and use of standards in

this industry.
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System operator

DER facility

Market operator
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Figure 1. Inter and intra communication interfaces among energy system entities (facili-

ties and operators).

1.2 The Need of Standard and Why IEC 618507

For more than a century, data communication has been available. Many protocols have
been established for a variety of applications, Thus the question that might arise is why
IEC 618507 To start with let us have a look at the challenges,

e Interms of energy balance, power losses, and power quality, the current
global increase of renewable energy resources e.g., wind turbines, pho-
tovoltaics etc., poses a challenge for the power system.

e Power production from centralized sources is while the amount of distrib-
uted generation from smaller units is increasing.

e Energy markets are deregulating, adding new services/features such as
ancillary services, and requiring faster control loops.

e Power import/export across borders between countries and regions be-
coming increasingly crucial in ensuring supply security.
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e Power system is a critical infrastructure becoming more interesting target
for cyber threats.

Even though IEC 61850 does not have a solution for all these challenges, it is an im-
portant part of the solutions providing a harmonized data exchange, framework with a
high degree of interoperability, and network cyber security.
Subsequently to keep addressing the starting inquiry why IEC 61850, it fosters a remark-
able unique naming for data information model, given in a full UML format, has been
accepted/suggested by driving companies, utilities, and other organizations internation-
ally, and supports in a future proof way all the power system operation/maintenance
issues. Even the European SmartGrid Taskforce with their M490 mandate focuses to IEC
61850 as the standard to utilize for information exchange in the Smart Grid area. A more

detailed description of the IEC 61850 is given in the following chapter.
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2 IEC 61850 Standard

IEC 61850 is an international standard for the secure data transfer inside a power system
and beyond.

Originally intended for substation automation within the first version, while currently it
encompasses Distributed Energy Resources (DER) as well as Information Security — all
under the same IEC TC57 framework as illustrated in Figure 2.

IEC 61850 is an Information Model that establishes a unique naming standard for all the
building pieces inside the power system and DER facility. It is more than just a protocol
for sending a block of data between two places. It is a cyber-information system that

enables with all areas of energy system operation and protection.
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Figure 2. IEC 61850 Scope

2.1 IEC 61850 Standard History

IEC 61850 has been developed over more than 20 years and has been widely accepted
worldwide. In the beginning, the Utility Communication Architecture UCA concept had

been raised by the Electrical Power Research Institute EPRI and IEEE at early 1990s. The
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idea behind this work was to identify the requirements, structure and specific commu-
nication technologies that can be used to implement the standardization scheme. This
standardization approach for electrical system communication might support/suitable
for modern electrical system operation functionality and their future extending. The first
version was concentrated on vertical communication, interfaces between substation en-
tities to the control center. as well as among the upper levels different control centers.
Next phase of UCA was UCA 2.0, which was released in 1994. The main approach was to
define the substation’s communication bus. The UCA architecture comprised of data ob-
ject on the top layer application layer. Service interface was the middle layer in which
provided basic tasks such as defining, retrieving, and logging of process data. In the bot-
tom there was the communication profile’s layer.

On the other hand, in 1996 Technical Committee 57 of the IEC starts its work on IEC
61850 for the same concept. The two groups agreed to merge their works and work
together to define the IEC 61850 standard as the common international standard in 1997.
Resulting the harmonization process the current IEC61850 standard specifications was
provided as illustrated in Figure 3.

1997—2003

1994 1996
EPRI, IEEE IEC TC57

IEC61850

IEC61850

Figure 3. Two groups merge their works.

The IEC 61850 standard is a superset of the UCA 2.0 beside offering additional features
that support/handle the modern digital electrical system operation functionality. The
first version of the IEC 61850 standard had been published as an international standard
in 2003. Figure 4 illustrates the release of the first version and the following IEC 61850

drafts that cover the electrical system operation/communication issues.
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Figure 4. IEC 61850 standard

2.2 IEC 61850 Overview and Basic Concept

Today, the IEC61850 standard has emerged as one of the most promising and strong so-
lutions to the current power industry's restrictions, and it is expected to aid in the growth
of power systems. However, the IEC61850 standard's initial focus was on substation au-
tomation and protection. The main aspect is that it establishes a consistent structure for
all associated system levels. IEC61850 considers all the common components of a sub-
station site, including data models, communication solutions, engineering, and conform-
ity testing. Legacy protocols, on the other hand, focus on how data is conveyed through
the channel while organizing the data in terms of applications by means of syntax and
semantics within the devices is left without consideration.

The major feature of the IEC61850 is that its "abstracts" data object specification and
services based on its architectural design. Creating data objects and services that sup-
port a full set of substation functions and provide robust services to facilitate substation

communication is independent of any underlying protocol. Because IEC61850 did not
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specify any communication protocol, the abstract definitions of the data object allow it
to be mapped to any protocol that can match the optimal data and service needs. IEC

61850 focuses on three significant areas as listed in the following:

e Standardizes the available information (data object model), substation functions
(functional model) and equipment’s name.

e Defines diverse ways of the accessing scheme to the available data (communica-
tion service modeling) and specifies the mapping scheme to the communication
services and to several protocols.

e Defines a language (XML) implemented to describe all the configuration infor-

mation exchanged between IEDs, network and power system.

2.3 IEC 61850 First Vison and Scope

The scope of the IEC61850 is composed of 10 major parts that together define the vari-
ous aspects and all the requirements that must be fulfilled by substation automation
systems. The main goal is to achieve interoperability between IEDs within the substation

as illustrated in Figure 2.

Basic principles Part1
Glossary Part 2
General Requirements Part 3
System and project management Part 4
Communication requirements Part 5
Substation Automation System Configuration Part 6
Basic Communication Structure Part 7- (1- 4)
Part 8-1 [\:Aaha%i;;%:jo Sampled Measured Values Part 9
Ethernet Mapping to Ethernet
Conformance testing Part 10

theEU

European Union
2014—2020 curopean

Development Fund

European Social Fund



12

Figure 5. IEC 61850 standard Structure

The first parts from 1 to 5 are the introduction, glossary, general requirements, project
management and some of the communication requirements. While, for the digital sub-
station, the most important parts of the standard series are parts 6, 7, 8 and 9 related to
telecommunication-based communication as illustrated in Figure 5. At this point the re-
port will outline the content of these sections as they are relevant to the scope of this
report.

e |EC 61850-6 deals with the configuration of a substation automation system so
that devices from different venders operate in the same manner within system.
To this end, the standard defines the file formats in which IED device configura-
tions, parameters, telecommunication system configurations, switching device
functions and the connections between them can be presented. The format cre-
ated is Extensible Markup Language (XML) based System Configuration descrip-
tion Language (SCL).

e |EC 61850-7 with its sub-parts defines the architecture for communication be-
tween substation devices such as protection relays and circuit breakers. It defines
the communication and information model principles also mapping scheme. To
this end, the Abstract Communication Service Interface (ASCl), Common Data
Classes (CDC) data classes and their corresponding logical nodes are defined to
model device properties. It also specifies the data classes regarding syntax and
semantics.

e |EC 61850-8 describes the communication mapping for the entire system which
specify how the models and services specified in IEC 61850-7-x series are to be
transmitted via the communication network in accordance with the generic ob-
ject-oriented substation event GOOSE and Manufacturing Message Specification
MMS protocols.

e |EC 61850-9 describe the point-to-point unidirectional communication mapping
services. Also, it introduces the Sampled Values (SV) protocol used in the process

bus, for example, the measurement data of substation measuring transformers
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can be transferred via process bus to the IED devices. SV traffic is configured ac-
cording to the I1SO / IEC 8802-3 Ethernet standard. In addition, the section intro-
duces SCSM, which determines how SV traffic travels according to the IEC 61850-
7-2 specification. However, the standard set too loose frames for the devices
themselves, which use the SV protocol for communication, resulting in devices
from different vendor not working together as desired. To this end, the UCA In-
ternational Users Group published the Implementation Guideline for Digital In-
terface to Instrument Transformers Using IEC 61850-9-2, more commonly known
as IEC 61850-9-2LE (Light Edition). IEC 61850-9-2LE specifies how devices that
communicate according to the IEC 61850-9-2 SV protocol should be specified, for
example, in a situation where the standard provided alternatives to device man-
ufacturers. The purpose is to ensure that devices from different manufacturers
work together. In addition, it specifies the time synchronization requirements ac-
cording to the IEC 61588 standard.

e |EC 61850-10 it specifies the implementations conformance testing techniques

and the declaring performance parameters measurements techniques.

2.4 The Best Way to Read the Standard

If the end-user has no related knowledge with IEC 61850 and related standards and
needs to get some knowledge concerning the IEC 61850 from an administrator and sys-
tem integrator point of view — it might be a brilliant idea in any case read the IEC 61850
standard outline at first and later make a forward steps for more advance topics, conse-
quently to handle the difficulties of the standard and make the perusing more helpful,
archive of the standard parts on relevant subject gatherings is more than required. From
this point of view the IEC 61850 and related standards are grouped together under the
suitable headings in the following.
1- General information including basic terms and definition

IEC 61850 Part 1: Introduction and overview

IEC 61850 Part 2: Glossary

IEC 61850 Part 3: General requirements

IEC 61850 Part 4: System and project management
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IEC 61850 Part 5: Communication requirements for functions and device
models

IEC/TS 62351-1: Introduction

IEC/TS 62351-2: Glossary of Terms

IEC/TR 62351-12: Resilience and Security Recommendations for Power

Systems with DER

2- Configuration and guidelines

IEC 61850 Part 6: Configuration description language for communication
in electrical substations related to IEDs

IEC 61850 Part 90-1: Use of IEC 61850 for the communication between
substations

IEC 61850 Part 90-2: Using IEC 61850 for the communication between
substations and control centers

IEC 61850 Part 90-3: Using IEC 61850 for condition monitoring

IEC 61850 Part 90-4: Network Engineering Guidelines - Technical report
IEC 61850 Part 90-5: Using IEC 61850 to transmit synchro phasor infor-
mation according to IEEE C37.118

IEC/TR 62351-13: Guidelines on What Security Topics Should Be Covered
in Standards and Specifications

IEC/TR 62351-90-1: Guidelines for Using Part 8 Roles

3- Information model

IEC 61850 Part 7-1: Basic communication structure — Principles and mod-
els

IEC 61850 Part 7-3: Basic communication structure — Common data clas-
ses

IEC 61850 Part 7-4: Basic communication structure — Compatible logical
node classes and data classes

IEC 61850 Part 7-410: Hydroelectric power plants — Communication for

monitoring and control
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IEC 61850 Part 7-420: Basic communication structure — Distributed en-
ergy resources logical nodes

IEC 61850 Part 7-5: IEC 61850 — Modelling concepts

IEC 61850 Part 7-500: Use of logical nodes to model functions of a sub-
station automation system

IEC 61850 Part 7-510: Use of logical nodes to model functions of a hydro
power plant

IEC 61850 Part 7-520: Use of logical nodes to model functions of distrib-
uted energy resources

IEC 61850 Part 90-7: Object models for power converters in distributed
energy resources systems

IEC 61850 Part 90-8: Object Model for E-Mobility — now a joint activity
(JWG11) with IEC TC69

IEC 61400-25-4: Basic communication structure for Wind Turbines as,
Wind turbines — Communications for monitoring and control of wind

power plants

4- Protocols and services

IEC 61850 Part 7-2: Basic communication structure — Abstract communi-
cation service interface (ACSI)

IEC 61850 Part 8-1: Specific communication service mapping (SCSM) —
Mappings to MMS (ISO 9506-1 and ISO 9506-2) and to ISO/IEC 8802-3
IEC 61850 Part 8-2: Communication networks and systems for power util-
ity automation - Part 8-2: Specific communication service mapping (SCSM)
- Mapping

to Extensible Messaging Presence Protocol (XMPP)

IEC 61850 Part 80-1: Guideline to exchange information from a CDC based
data model using IEC 60870-5-101/104

IEC 61850 Part 80-4: Translation from COSEM object model (IEC 62056)
to the IEC 61850 data model
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e |EC 61850 Part 9-2: Specific communication service mapping (SCSM) —
Sampled values over ISO/IEC 8802-3
5- Conformance testing
e |EC 61850 Part 10: Conformance testing
e |EC62351-100-1: Conformance test cases for IEC 62351-5 and companion
standards
6- Cyber security
e EC/TS 62351-3: Security for profiles including TCP/IP
e |EC/TS 62351-4: Security for profiles including MMS
e |EC/TS 62351-6: Security for IEC 61850 profiles
e |EC/TS 62351-7: Objects for Network Management
e |EC/TS 62351-8: Role-Based Access Control
e |EC/TS 62351-9: Key Management
e |EC/TS 62351-10: Security Architecture
e |EC62351-14 Security Event Logging and Reporting
e |EC/TR 62351-90-2 Deep Packet Inspection
Note: This report is using the latest information about the IEC 61850 standards draft
versions from the IEC 61850 available drafts and webpage, which means that the de-
scriptions in the section of the report about IEC 61850 standards can change since the

IEC 61850 draft standards are subject to be withdrawn, mandate or updated.

2.5 Practical Tips on How to Get Started

There may be numerous methods to begin depending on your motive for using the IEC
61850 standard, whether you are a project requirements/operator engineer inside facil-
ity or project design engineer outside facility or IED parameterizing-system integrator
engineer. Depending on your role peruse the suggestions that will be the most ideal
choice for particular purpose. Figure 6. shows a simplified allocation of the distinct roles

based on the tasks-oriented specification.
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Project requirement phase System design phase
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integrator
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. CID v
engineer i |

Detail engineering phase
Figure 6. End-user roles allocation at System and IEDs Design, Configuration, and Inte-

grations (DEMVE project materials)

Thus, if you are a project requirements/operator engineer inside facility, the key role will
consistently be on operating/protecting the assets and providing optimal production as
well as associations with other facilities for more collaboration and get benefit from the
add-on services and the developed energy market. In particular and based on the data
transfer point view, secure/shared access to information is one from the most critical
issue that may require more consideration and oversaw by the specialist inside facility
as the facility is the data originator and owner.

While if you are IED parameterizing-system integrator engineer, the key role will consist-
ently be on having a good overview and knowledge for the other systems that need to
be integrated, avoiding proprietary solutions, and following the most common solution
that should be based on the international standard e.g., IEC 61850. This will reduce cost
and tackle the difficulties of the integration task. Also recruiting-training personal for one

solution is more beneficial and cost-efficient benefitting at the end the business revenue.
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Consequently, if you are project design engineer outside facility, regardless of whether
you are from system operator, grid operator or even market operator the normal issue
divided between them is if the DER facility is a confided as a resource both from a DER
asset and security perspective. Were the system operator will consider the security sup-
ply issues, market operator will consider the collaboration of DER facilities in market
terms. Aggregator will consider the controllability issues of different DER facilities and
the grid operator will consider power quality management by using different DER facili-
ties to balance between power generation and load consumption in a way to improve
grid stability while keeping in mind that end-to-end security should be mandatory within

the different association levels.
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3 |IEC 61850 Technical Specifications

In this part of the report, general IEC 61850 technical specification will be presented,
regarding IEC 61850 standard information model construction, communication protocols
specifications, different power system topologies, synchronization, redundancy, and de-
sign-configuration for utility communication-automation IEDs and systems in power grid

environment.

3.1 IEC 61850 Standard Information Model Specifications

Information model is a critical part of the IEC 61850 standard. This is a naming standard
that specifies unique names for all the power system entities functionalities and compo-
nents. The IEC61850 information model is hierarchically arranged, with logical nodes
serving as the model's most essential elements. To allow for flexible configuration
amongst IEDs within the substation, modeling is done in a consistent manner. It virtual-
izes physical devices in a substation to a logical device LD. This LD host, collect and group
different logical nodes LNs based on its role. A distributed function is a single function
that can be separated into many LNs that are placed in separate physical devices. On this
end, LN can be defined as a small software that could exchange data.

To conduct the application in the substation, the hierarchical information modeling can
be classified into five levels. There is an inheritable link between the levels. One or more
physical devices can be defined in a substation, each of which can have zero or many
servers, but usually at least one. According to the hierarchical data model, the server
object is situated at the top, as shown in Figure 7, and may have one or more access

points.
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Server

—*

Logical Device

—

Logical Node
I

Data

—

Data Attribute

Figure 7. Hierarchy of IEC641850 data model

Characterizing LD and server are openly up to the producers or IEDs parametrizing engi-
neer (see part 2.5) of the substations. While the LNs are predefined within the standard
the fact that creates LNs the foremost vital point of the information model. Based on this
confinement interoperability between IEDs from deferent producer can be achieved.

Subsequently, the information entities within the substation are classified into different
distinctive groupings of data. Concurring to this classification all the substation infor-
mation can be doled out to one of these groups e.g., the metering measurements data
information gather in group start with “M” and protection data grouped is begun with
“P” etc. In addition, the LNs which are named based on its associated services that are
logically related to functions in substation/DERs. LNs can be defined into diverse types.
For instance, “Switchgear” function group which started with “X” comprises two differ-
ent LNs “XCBR” and “XSW!I.” Each LN is constructed by seven categories of data classes
such as status information, measured information etc. Each one from the data classes
consist of several data attributes, as we have many different data attributes that has a

defined name, defined type and specific purpose as illustrated in Figure 8.
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tiq s start

D9sd o

Figure 8. IEC641850 data model start and trip data attributes

Browsing to individual objects may be easy based on this model from the fact
that the data object is named by means of its place and path in the information
tree. For instance, as in Figure 9., from the left to the right the first name is the
device name, the second part represents the LN. The third part is a functional
constrains which is used to group the individual attribute that has predefined
function based on its functionality, as in our example “ST” stand for status attrib-

utes. Last “stVal” contains the value of the status.

LD LN Data Data Attribute
name name name name

—N - - ~ —
MyLD/QOXCBR1.Mod.stVal & [ST]>

\ , ' J
Logical rtlode reference functional
9 constraint (FC)

\ J
Y

Data reference

Y
Data Attribute reference

Figure 9. IEC61850 Object Name Structure.
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3.1.1 Logical Nodes, Logical Devices and Physical Devices Concepts

The IEC61850 standard defines the LN concept that can be considered as having a signif-
icant role in the standard. This role is achieved through a virtualization concept. The vir-
tualization concept allows the standard to virtualize whole power system actual IEDs and
functions into the related information model.

This information model comprises of various LNs that by a sensible conveyed portion can
fabricate the consistent LD. The coherent LD is regularly executed in one actual physical
device that cannot be distributed. Explicit function in power system that is regularly per-
formed by various actual physical IEDs is called distributed function and the IEDs are
called distributed IEDs. To carry out the appropriated function effectively the exchanging
of data is needed between these IEDs. The interfaces are performed dependent on the
IEC61850 standard correspondence rule as indicated by the clear-cut principles and the
mentioned execution. These rules/guidelines permit interoperability between IEDS/sys-

tems from various vendors. Figure 10 illustrates the virtualization concept.

Virtualisation

Logical
Device

Power XCBR1 \%
System
Applications
XCBR2
\\@
Vertual Device Physical Device

Figure 10. IEC61850 Object virtualization process.

To explain the concept of virtualizations the real physical substation devices in the right

side from Figure 10., are modeled into a virtual model in the middle, where the virtual
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model contains the LDs that host the LNs which encapsulate the real device and services.
The data model and services with associated information are mapped to a network com-

munication protocol such as MMS, TCP/IP, Ethernet etc.

3.1.2 LN Data Model Structure

The LNs according to their designed functionality may consist of a list of data with dedi-
cated data attributes. The data have a predefined structure compliance with the
IEC 61850 standard specifications (syntax and semantic). The LNs and the con-
tained data are crucial for the description and information exchange in the sub-
station automation system. Figure 11 illustrates more clearly the concepts of the
LD, LNs, classes and data attributes mapped to the real world. It is start with
container the physical device, which is containing one or more LDs, each one may
contain one or more LNs that contain a set of data classes. The data classes may

contain a set of data attribute.

 [ED
+ Logical device
+ Logical node |
+ Data object
+ Data afirbute

Figure 11. IEC61850 Data model grouping

The terms LD, LN and data object are all virtual which represents real data that

been used for communication between physical devices. This data is hidden and

Leverage from
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cannot access directly where this approach has advantages that the information
modeling and the exchanging data are defined independently from the program-

ing software, operating system, and storage devices.

3.2 IEC 61850 description Language (SCL)

According to IEC61850-6-1, a substation configuration language SCL is defined, which is
based on eXtensible Markup Language XML. Before starting to work with a system con-
figuration, a system integrator may need to setup the system devices, as well as add new
devices to the system. Based on standardized XML files, the SCL specifies a hierarchy of
configuration files that permits unambiguous definition of various levels of the system.
It is a standardized way of describing the system's setup as well as the relationship be-
tween the system and the functions assigned to it. As a result, the SCL file format makes
it possible to define communication and function related device capabilities, device pa-
rameters, communication system configuration, and system device allocation in a stand-
ardized manner. To build up the automation system, these descriptions files for the com-
plete system and its devices can be transferred between devices, engineering tools, and
different system engineering tools.
To achieve standardized system integration and configuration, such as in a substation,
using the IEC61850 data model. SCL developed an object model that explains the com-
munication connection and allocation of the IEDs, as well as how this object model may
be published in a SCL file and communicated with system engineering tools. There are
four different SCL file data formats described, and these files are exchanged across tools
according to their requirements. They are built in the same way and with the same for-
mat, but their scope and extension are different.
All necessary information, such as substation network topology, IEDs description, com-
munication system description, and data type templates, can be obtained from these
files. Below is list of these file formats as well as their content,

e |CD: IED Capability Description. Describe the capabilities of an IED, IED allocation,

IED communication description
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e |ID: Instantiated IED Description. Describe the configuration for an IED, standard
parts of a configuration for an IED.

e SCD: System Configuration Description. Standard parts of a configuration for a
substation, specify all IEDs, communication configuration and substation descrip-
tion, most complete, and most important file type.

e SSD: System Specification Description, describe the SAS and the required LNs for
single-line diagrams

e CID: Configured IED Description-final configuration that can be used for writing
configuration to IED.

e SED: System Exchange Description, describe the exchanging configuration be-
tween substations, set up data streams between substations.

For more information about these different SCL files in practical implementation at
power system design, configuration and integration please see section 2.5. There is a
figure showing steps how different SCL files could be exchanged between different sys-

tem/IEDs configuration tools at different system integration phases.

3.3 IEC 61850 Digital Substation Levels

Digital substation classification could be divided into three hierarchical levels as illus-
trated in Figure 12. A substation’s primary equipment, such as circuit breakers, power
transformers, switchgears, etc., and their link elements, such as instrument CTs, VT trans-
formers, circuit breakers, etc., represent the level one process level. Bay-level were IEDs
allocated on this level, all the substation functionality, e.g., local operation, macro com-
mands, centralized automatic functions, and incident recording, are performed. Further,
for HMI with the SCADA center and with the managing engineering center of the utility,

bay devices at this level may be represented as station level.

The communication system and logical interfaces defined by the IEC 61850 standard play
a vital role in exchanging information and facilitates the implementation of substation

functions. Further it can be considered as the glue that binds the substation levels to-
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gether, creates interfaces inside and between substation levels. Communications net-
works may determine and define the performance, dependability, speed, and supported

functionality of all systems, next more information about these logical interfaces.

Control Centers

Industrial Bus

@R  Distributed

‘ PowerPlan —| )
| |
Station Bus Station Bus L ’ ber Securi
IEC 61850-8-1 IEC 61850-8-1 A;y)plication
T T [
. = l‘. - | Process Bus &)
|

:r "' T K *. lEcs1850-9-2:r' Tl‘

Figure 12. IEC 61850 standard implementation areas

3.4 |EC 61850 Substation Automation System SAS Logical Interfaces.

The three SAS architecture levels, although they are separated as mentioned above, are
nonetheless highly interconnected based on several logical interfaces defined by the IEC
61850 standard. From bottom to top, Figure 13 depicts the three levels, as well as the
associated logical interfaces numbers. Interfaces number four and five connect the pro-
cess level to the bay level. These logical interfaces allow control commands and infor-
mation data to be exchanged. The principal apparatuses, such as circuit breakers, trans-
formers, switchgears, and so on, are usually found at the process level, which may also
include IEDs like intelligent sensors and actuators. These apparatuses' input and output
messages mostly comprise of analogue signal formatted information, such as trans-
former voltage and current values, and binary signal formatted control directives from
the bay relays. A so-called "merging unit" (MU) is used to convert analogue signals into

digitalized standard packets. The MU could be placed in the yard near to or integrated
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with the instrument transformer, and it should include the voltage and current trans-
formers to feed the LNs (TVTR, TCTR) with the voltages and currents measurements. This
conversion offers several benefits, including improving the reliability of the protection
and automation systems in terms of broadcasting data and making it available to the
entire system. Additionally, by minimizing the use of copper wires, it lowers total SAS
costs. This can be accomplished by using logic interfaces instead of electrical lines to
connect them. The output packet stream sample values SV that the MU may transfer
over the point-to-point-type connection to any IED are broadcasted over the local area
network (LAN) in compliance with the IEC 61850-9-2LE.

IEDs such as protection and control units provide protective functions at the bay-level by
implementing the functions' output signals initiated on one bay, allowing them to act on
the principal apparatus of the primary level. The SAS functions can be arbitrarily or logi-
cally distributed across IEDs, according to the IEC 61850 standard. Nowadays, state-of-
the-art IEDs may provide multiple functions such as monitoring, protection, and control
within an individual IED. On the other hand, distinct functions within an individual bay
unit could share data, as illustrated by interface number three.

Various bays within the SAS might communicate to each other through interface number
eight in terms of horizontal communication GOOSE messages.

The connectivity between the bay level and the process level is depicted in interfaces
four and five. Whereas the connection between the bay level and the station level is
presented by interfaces one and six. Were within the station level equipment, such as
HMI, station workplace, alarm unit, remote control center, database, etc., communicates
with the bay level within interface one to exchange protection data, while interface six
is used to exchange control data. Further, interface nine presents the sharing data within
the station level. Interfaces seven and ten present the sharing data outside the local sta-
tion operator. These tasks have been carried out using the second version of standard

IEC 61850-7-420 that will be considered later in this report.
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Figure 13. IEC 61850 standard interfaces

3.5 IEC 61850 Standard Communication Entities for Substation Automa-

tion

The data object model, together with its accompanying data and services, is isolated
from the underneath communication ISO/OSI layers stack, which is the IEC 61850's
strongest point. This strategy allows the most innovative communication technologies
to be implemented. Next communication elements based on the IEC 61850 standard

(protocols, services, mechanisms etc.,) specifications will be presented.

3.5.1 IEC61850 Communication Mechanism and Protocols

The communication scheme that has been used over the ISO/OSI reference model is the
mainstream technology. As shown in Figure 14, the ISO/OSI stack is based on the concept
of layering communication functionality, which consists of seven layers. The Ethernet
physical and link layers are layers one and two, the TCP/IP layer is layers three and four,

and the MMS layer is layers six and seven.
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OSI Layer Purpose
Application Application Program
Presentation Data Interpretation

Session Remote Actions

Transport End-to-End Reliability
Network Destination Addressing
Data Link Media Access & Framing
Phvsical Electrical Interconnect

Figure 14. ISO/SOI stack

The object model based on Client/Server services ACSI is mapped to the 5-7 MMS layers.
Whereas the time critical messages such as sampled analogue measured values SV, the
status indications blocking and trips commands by GOOSE are mapped directly to the
Ethernet link layer. In the next three sections we describe the ASCI, MMS, GSSE, GOOSE

and SV in more details.

3.5.2 Abstract Communication Service Interface (ACSI)

The IEDs are depicted by the standardized strategy that characterized by the abstract
data and object models of IEC61850. This strategy permits all IEDs to exchange infor-
mation by implies identical structure that compliance with the IEC61850 standard spec-
ifications and their related functions. From the network behavior point of view the ACSI
gives the determination of the essential for the definition of the substation-specific data
models. Moreover, it specifies a set of information exchange service model and the re-
sponse to those services that allows all IEDs to behave in an identical manner. The ab-
straction procedure that had been embraced by IEC61850 is one of the foremost critical

highlights in which that isolated the substation automation system application from the
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undelaying communication protocols and technologies. Figure 15 illustrates the IEC

61850 abstract and mapping concepts.

SA Function
- ACSI
| |
SCSM1 SCSM2 SCSM3 |« 5csm
I -«—Specific Interfaces

———

Figure 15. IEC 61850 Abstract and Mapping Concepts

In addition, abstraction in ACSI concepts has two meanings.

From the information model point view, so that only aspects of real devices or
real functions that are visible and accessible over the network are modeled, re-
sulting to hieratical class models such as LOGICAL-DEVICE, LOGICAL-NODE, DATA
and DataAttribute.

From the exchange service model point view, the abstraction of how the devices
exchange information means that the definition focuses on aspects on what the
services are indented, instead of describing how the services are built. In a real
implementation the basic information model and services model are mapped
into an existing communication stack. The mapping scheme is realized in the Spe-
cific Communication Service Mapping SCSM. In IEC61850 two mapping scheme
are specified for the transmission of the sampled value and IEC61850-8 for the

transmission of wide station events and all other communication services.

The ACSI provides abstract interfaces, that describe communication between a clientand

server. This type of interfaces is defined for real-time data access and retrieval, device
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control, event reporting and logging, publisher/subscriber, self-description of device,
data typing and discovery of data types and for file transfer. Second, that describes com-
munication between applications in one device as a publisher to many applications in
different devices as a subscriber for fast and reliable system-wide events distribution
such as GOOSE, GSE and SV. The ACSI interfaces which are defined above allows the cli-
ent to observe the data model, to read and write data, to access datasets, to log etc. by
means of calling method such as GetDataValues and SetDataValues. These methods in
programing language are reasonable in traditional methods with input arguments and
return values.

The ACSI model defines, in addition to a set of services and the response to those ser-
vices, the concept of application associations that provide a mechanism for controlling
the access to the object of a device (access control). To restrict devices visibility different

access control schemes can be used.

3.5.3 [IEC 61850 GSE and GOOSE

One of the key aspects of IEC61850 is the Generic Substation Events GSE service model,
which allows for a quick and reliable system-wide distribution of input and output data
values. The autonomous decentralization principle underpins the GSE service model. It
employs multicast/broadcast services based on an efficient mechanism for distributing
the same GSE event information to several IEDs at the same time. Peer-to-peer and cli-
ent/server communication methods are supported by the generic substation event dis-
tributions. IEC61850-7-2 established two control classes and two message structures,
such as,
e Generic Substation State Events GSSE, support only status change information
events, fixed structure binary event, bit pairs.
e Generic Object-Oriented Substation Events GOOSE, support of a wide range of a
possible common data such as analog, binary and integer value data type orga-

nized by a Dataset.
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As a result, the primary distinction between the GOOSE and GSSE services is the way
information is exchanged. All new systems that transmit a wide range of messages, bi-
nary and analogue data use the versatile GOOSE concept. GSSE, on the other hand, is an
older binary-only message type.

The GOOSE model's classes and services are depicted in Figure 16. The message is ex-
changed using the publisher/subscriber mechanism. From the standpoint of implemen-
tation, values are written in the local buffer on the publisher's side, and subscribers read
the values from the local buffer on the receiving side. The communication system up-
dates the subscribers' local buffers, and the method is controlled by the GSE control class

in the publisher.
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Figure 16. IEC 61850 GOOSE

-

By receiving the GOOSE messages, which contain all necessary information, the IEDs in
the substation are aware that the status has changed and the time of the last status
change. In addition, the subscriber's local timer can be configured based on the time of
the most up-to-date status change event. Because the GOOSE message transmission
time is critical, it is mapped directly to the Ethernet layer to satisfy real-time operation

requirements. Traditional protection events such as trip, interlock, and status indication
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are regarded as high priority services, with transmission times about a quarter of a cycle
or less. As a result, for the 50 Hz cycle frequency system, the message transmission time
is defined as 4ms.

Furthermore, because the GOOSE messages are directly mapped over the Ethernet layer,
the delivery of services is not guaranteed. To ensure that messages sent via multicast
transmission are received, the retransmission technique should be employed. At this
point we can see that the GOOSE message is a versatile tool, since it can serve a variety

of applications with varying performance needs and data formats.

3.5.4 IEC 61850 Sampled Values SV

The sampled values are peer-to-peer messages that are used to transfer measured val-
ues from the switchyard to the bay IEDs in a digital format within the SAS. The measured
values at one point based on metering or protection can be distributed to any number
of subscribers via a multicast message within the process bus communication network.
Individual targets may require a different sample rate, which can be chosen at will based
on their requirements. For example, one set of samples can be sent in a single SV packet
frame every 250 seconds (about 4 minutes) for a protection application with a sample
rate of 4 kHz/s for 50Hz frequency, and eight sets of samples can be sent in a single SV
packet frame every 78,125 seconds for a metering application with a sample rate of 4
kHz/s for 50Hz frequency. Within the SV packet frame, these sample values are stored in
the application service data unit (ASDU), where the application protocol data unit (APDA)
may be made up of one or more ASDUs.

According to the IEC 61850-9-2-LE ASDU consists of a sequence of bits that may translate
to the related information such as the “tag”, “Length” and “Values” that may represent
the actual information for instance svID which is the unique SV identity, and it is im-
portant for the receiver node to subscribe to the needed SV messages. Also, smpCnt is
the SV counter that count from 0-3999 for 4 kHz sample/s, and the confRve in which its
value increases one very time that the SV parameters is reconfigured or updated. Sample
synchronization flag (smpSynch) represent the synchronization status of the SV packet

frame as illustrated in Figure 17.
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Figure 17. IEC 61850 SV frame

The Sequence of Data represents the actual data set where the InnATCTR1.Amp.in-
stmag.i and InnATCTR1.Amp.q in Figure 18 represent the magnitude of the instantane-
ous measured value of the current and the data quality respectively for phase one. The

same structure is used for the voltage data set.
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Figure 18. IEC 61850 SV frame Octets allocation
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Later in this report comparison between the SV and GOOSE protocol transmission mech-

anism will be presented and discussed.

3.5.5 IEC 61850 Manufacturing Messaging Specification (MMS) Protocol

The IEC61850-7-x standard object model and service that are pre-specified are mapped
over the MMS application layer full OSI/ISO stack (layer seven), which is a part of ACSI
that does not handle time critical messages. MMS is a standardized messaging system
(ISO 9506) that allows network devices to share real-time data and services. The MMS
is an international standardized messaging system (ISO 9506) that been used to
exchange real-time data and services among network devices. The mean feature
of the MMS it is independent of the application function being performed and
the device, software manufacturer. In addition, based on the highly generic na-
ture of the messages services provided by MMS, it is appropriate for diverse
types of function, devices, and industries. For example, based on ACSI implementa-
tion criteria, MMS' information modeling and services precisely satisfy the requirements.
When evaluating the benefits of installing MMS messaging services, three primary fac-
tors that lead to cost reduction which can be considered:

e Interoperability that allows two or more network applications to exchange
real-time information without the needs to create the information environ-
ments

e Independency that provides interoperability independently from the developer
of the application, network connectivity and functions based on provide common
communication services.

e Data access that facilitates application to provide useful functions by obtaining
the information that is required through the network application

The object of the ACSI server class is mapped one-to-one by SCSM to an MMS virtual
manufacturing device VMD object from the standpoint of MMS messaging services im-

plementation. The VMD is a crucial aspect of the MMS message services that specifies
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how the server behaves in relation to the client application. It also denotes the part of
an application task that offers monitoring and control services via a set of resources and
capabilities linked to one or more devices. In general, the VMD defined the objects that
make up the server. Also included are the services that let a client to access and manip-
ulate these objects by assigning one or more communication addresses, resulting in the
service access point SAPs where MMS services can be transferred. The VMD concept is

depicted in Figure 19.
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Figure 19. The virtual manufacturing device model VMD.

3.5.6 IEC 61850 Time Synchronization Specification

Substation digitalization framework as proposed in IEC61850 as a digitization environ-
ment with strict execution makes it necessary that all IEDs in substation ought to be pre-
cisely synchronized for time stamping of exchanged information and control. When a few
IEDs are associated together the foremost critical issue to address is how exact time syn-
chronization is arranged with endless of data that is accessible in a quick rate.

Furthermore, most substation functions, such as distance functions that require voltage
and current to be synchronized, synchrony-check functions that require two compared

voltages to have a common reference, and so on, would not function properly if their
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events were not organized in such a way that the accruing order is the same as the pub-
lished order.

Time reference is a simple method that involves designating one IED as a time reference
to which all other IEDs must synchronize. However, with a small LAN, this technique
works well since the IED time lags the time reference by the amount of time it takes to
travel from the time reference to their destination.

According to IEC61850, the TS model is required to supply a synchronized Coordinate
Universal Time CUT to all IEDs in the LAN using the Simple Network Time Protocol SNTP,
which has an accuracy of 1ms. TS requirements must be completed regardless of
whether SNTP or another protocol is utilized. Figure 20 depicts the TS model, which in-
cludes an externally synced timeserver with an external resource, such as a Global Posi-

tioning System GPS receiver.

IEC61850 Client IEC61850 Time

Server Tim@ Server

UTC Synchronized | Time Request | ERGASIIS I
Time

“*Time Response xternaly Synchronized

Time information from
external source

Figure 20. Time synchronization model.

All IEDs in substation are synchronized with the timeserver which represents the source
for the substation internal TS and time stamping.

Different classes of TS accuracy have been defined by the IEC61850 standard that illus-
trates in table 1. The first two times performance classes (T1,T2) are defined for normal
events that are not time-critical events. Whereas the rest (T3,T4,T5) is defined for the

critical time events such as protection and metering.

Table 1. Performance requirements

Performance Accuracy Application
Class

T1 + Ims Events

T2 +0.1ms Synchrocheck

the EU

European Union
2 O-I 4_2020 Europear?Regional

Development Fund

European Social Fund



38

13 +25us Sampled Values
T4 +4us Sampled Values
T5 +1us Sampled Values

As regards, the TS protocol that chosen to use and the performance of the underlying
hardware plays a critical role on the accuracy of the TS model. Therefore, the accuracy
that provided by the conventional solution, 1ms, does not meet the requirements for
the raw data sampled values and for MU. Alternatively, one solution is to use Inter-Range
Instrumentation Group time code B (IRIG-B) which is not a time source itself. It provides
accuracy of 5us that requires an external time source such as for instance GPS. Another
solution is to use Precision Time Control PTP that has been defined in IEEE 1588. It is a
standard controlled mechanism for insuring interoperability between IEDs while meet-
ing the best individual application requirements by providing accuracy of 0.5us. The PTP
has been considered as network core synchronization with a minimum hardware assist
and software-based implementation.

To provide a robust and safe solution, two TS models should be defined in the system

and not required to be synchronized to switch-over when one of them is in fail state.

3.5.7 IEC 61850 Retransmission Deterministic Approach

According to the first IEC 61850 version, the GOOSE message is routable message that is
sent to a network address rather than a device address via a multicast technique. Thus,
the network address is a mail group address rather than a device address, the GOOSE
messages are routed within a LAN rather than across the internet. The multicast system
causes technological challenges for the delivery of messages within the LAN.

When a substation event is sent by an IED within a LAN, other IED receive the message
and replicate its response to the same LAN, there is a risk of data collisions and trans-
mission delays. As a result of the LAN's unpredictability, each IED oversees handling mes-
sage loss, duplication delays, out-of-order delivery, and outages. The Ethernet network

is built on CSMA/CD, a non-deterministic protocol that scans the channel and identifies
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other transmission signals if data collisions are avoided. This principle is applied in the
existing Ethernet network, which includes a queuing method that adds a non-determin-
istic element to latency. Furthermore, predicting the size of data in the network might
be problematic. As the number of devices connected to the LAN grows, the likelihood of
a data collision grows exponentially. To improve real-time deterministic performance
suitable for SAS, modern Ethernet switching, token ring and token bus, retransmission
method, and priority tagging are employed.

IEC61850-8-1 defined the retransmission scheme to achieve a proper level of reliability

as illustrated in Figure 21.

Time of Transmission

L7 7 | \ v D \\\
7 // | : \ \ \\ SO
P / | | \ \\ \ SO
-7 d / | \ \\ N
ol » 20 IR R RN
20 ST (T, 1y T2y T3Y TOA
| | |

? Event

Figure 21. IEC 61850-8-1 retransmission concept.

GOOSE messages are constantly published referred to substation events that invoke a
SendGoose service which contains a set of data that consist of binary and analogue data
elements. In substation configuration processes each GOOSE message is given a param-
eter max time (mt) as a waiting time between the first GOOSE message publication and
the retransmission event in a stable condition as TO. Next retransmission of the GOOSE
message happened when the data element is changed or the max time expired. In this
case of data element changed the time of transmission (tot) between messages is no-
ticeably short (4ms), which is (T1) to increase the probability of receiving GOOSE mes-
sages by all the clients. After few retransmissions, the (tot) will increase gradually until
reach the assigned max time parameter. For each message in the retransmission process
the publisher assigned a time to live (ttl) which is used to calculate the time to wait (ttw)
by the subscriber. When the (ttw) interval is expired and the message not received by

the subscriber it indicates that the association is lost. This feature is also one of the most
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IEC 61850 enhancing methods in a way that it allows monitoring controller to have the
overall system healthiness status by monitoring the heartbeat GOOSE messages and al-
ways see the status of all system associations, allowing the SAS to operate more effi-

ciently and reducing power system outages.

3.5.8 Reliability Criteria and Redundancy

Redundancy has been highlighted as a crucial enabler of SAS reliability, as it prevents the
entire system from being brought down by a single failure. The IEC61850 parts, on the
other hand, do not address the issue of architecture required to attain a prominent level
of reliability. As a result, more effort needs to be done to make this idea a reality and
deliver a fault-tolerant system. As a result, redundancy in devices and communication
routes should be established at each substation level to provide an elevated level of sys-
tem tolerance. The level of redundancy supplied is determined by the substation's size;
for example, large high-voltage substations frequently include two parallel communica-
tion paths and redundant protective IEDs. While no parallel communication channels are
employed in tiny substations with lower voltage, redundant IEDs may be deployed. The
redundancy system is a method of boosting reliability. On the other side, it increases
system complexity in terms of hardware and software, as well as cost. As a result, it re-
quires more careful and practical execution.

Duplicating relays or IEDs can give redundancy on a single device level. For example, a
high voltage transmission line may require duplicated main protection with duplicate
HMI for operational reasons or redundancy. Both duplicated HMIs can switch over in the
case of a failure. Another option is to utilize a contemporary Ethernet switch to provide
redundancy in the communication line. An Ethernet switch is a multi-port IED that may
require configuration depending on its operating system, firmware, and power supply.
By connecting one port to an IED or HMI, a simple small network segment can be created,
obviating the need for a sharing medium and increasing channel bandwidth. This feature
of the Ethernet switch enables true full-duplex communication between the operator

and the process level, with a high data rate, low collision rate, and excellent dependabil-

ity.
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Two redundancy protocols are available High-availability Seamless Redundancy (HSR)
and Parallel Redundancy Protocol (PRP) that are suitable for Ethernet network.

HSR is an Ethernet network protocol that allows for seamless failover in the event of a
network component failure. In HSR network each IED has two Ethernet ports to create a
redundant network communication as illustrated in Figure 22. Here we can observe that
every IED has two separate connection ports for each signal path in which that provide

an alternative association at the bay level in case of failure.
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Figure 22. HSR redundancy protocol (DEMVE project materials)

In PRP The IEDs have two separated ports and are linked to two separated Ethernet net-
works of similar topology as illustrated in Figure 23. In both protocols the IED will receive
two messages, one is the original message, and the other is the copy of the original one.
As a result, the IED will process one of them (the first receiving message) and discard the

second one.
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Figure 23. PRP redundancy protocol (DEMVE project materials)

In addition, a mixed solution (PRP+HSR) is also specified to furthermore improve the
reliability of the IEC 61850 protocols as illustrated in Figure 24. In this solution we must
separate networks (parallel networks LAN A and LAN B) at upper level, and two paths

that allows the signal to reach its destination via two IED separated ports.

SOURCE

| DANP ] ‘ SAN

RedBox

DANH

DESTINATION

Figure 24. PRP+HSR combined redundancy solution (DEMVE project materials)
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On the other hand, basing on communication performance requirements as mentioned
before the fast GOOSE messages have a strict performance requirement that the mes-
sages should be delivered in less than 4ms. Therefore, in any communication protocol,
solution etc. that we need to implement we should consider the latency to be no more

than the specified IEC 61850 protocols requirements.

To this end, a virtual Local-area Network VLAN is a one of the technical solutions that
attenuates the effect of the broadcast/multicast phenomenon in LAN. This can be done
by dividing the physically connected network in separate VLANs where traffic flow re-

duced by restricting it into a single individual VLAN.

3.5.9 Cyber Security Standards and Information Security Management

Organizations Cyber Security standards/state-of-the-art and Information security man-
agement knowledge/experience was analyzed/evaluated in Questions from (17-22). The
general knowledge/experience of the existing security/communication standards that
published from different groups e.g. ISO, IEC, NIST, NERC, CIP etc. which are risk-based,
process-based or compliance-based, and energy system communication based are
equally-likely/or more, acquired by the Questionnaire contributors as indicated from the
answers of the questions e.g. (Q17: 50% and Q18: 63%) this high percentage indicates
that the Questionnaire contributors are familiar with the IEC series of standards, how-
ever, the relatively newest version of the IEC Cyber Security standard based energy sys-
tem communication e.g. IEC 6235X and the state-of-the-art simulating/emulating testing
tools, there is a lack of knowledge/experience e.g. (Q19: 62% not familiar with the IEC
6235X, Q22: 69% not familiar with the CPS based real-time simulator). According to
these highest percentages of unfamiliarity, it would indicate that there is big gap on

these topics of and there are areas of improvement that need to be addresses.

Lastly, we recommend that it is the time indeed for the Organizations to really start look-

ing/implementing these CPS standards/guidelines and testing them, in a way that we
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can see where the system vulnerabilities might lay and practically do real-time measur-
ing/evaluating to fill the standards/guidelines knowledge gaps, increase the CPS aware-
ness and measure/improve the energy system resiliency, reduce security threats and

costs, and especially weaken cyber attackers’ strength.

3.6 IEC 61850 Cyber Security Scope

IEC61850 standard does not provide a security solution which it is outside the scope of
the standard within the first version, since the IEC 61850 standard was firstly designed
to operate within secure network, individual substation connected to Local Area Net-
work (LAN). However, as far as wide area network (WAN) where the client is situated
outside of the secured LAN and is attempting to link to the SAS capabilities is this situa-
tion the information security is a critical issue. In this respect diverse control access plans
like secure association, verification/authentication and encryption ought to be thought
of. This the case after IEC 61850 introduced the concept of routed-GOOSE (R-GOOSE)
and routed SV (R-SV) within the IEC 61850-90-X standard to support the wide area mon-
itoring protection and control (WAMPAC) application. Please see section 3.7.2 for more
information about the IEC 61850-90-X standard.

The access control model in IEC61850-7-2 handles the data security element. The access
control model allows you to limit the accessing process to a single server's class instance,
class instance attribute, and ACSI acting on. While a set of instances is visible (and hence
available) to a client, the restriction process, the server's access control specification and
the client's identification play a critical role. A virtual access view is a collection of re-
strictions. The virtual access view provides also the capability to restrict supported ser-
vices besides the restriction of the visibility of the instances to a specific client. Figure 25

illustrates the virtual access view concept in IEC61850 standard.
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Figure 25. Virtual access view In IEC61850 standard.

IEC61850 based on its implementation point view which relies on the state-of-the-art
communication protocols and devices that provide some kinds of security from mali-
cious intruder from the WAN. This security is accomplished through deployment of cyber
protection technologies and mechanisms. Beside techniques such as IP-routing, firewall,
virtual private network VPN and intrusion detection system IDS, also authentication, au-
thorization and encryption mechanisms are needed to provide a secure operation within
and outside the substation. The implementations of these techniques should be applied
carefully since IEC 61850 standard assigned strict requirements for its real-time opera-
tions. More details about the IEC 61850 security dependent on the IEC 62351 security

standard will be examined inside the subsequent specialized report TR 3.2.

3.7 IEC 61850 Extended Version

3.7.1 IEC61850-7-420

The global incoming booming of the DERs that need to be integrate to the energy grid,
and their impacts on the distribution power systems turn into raising challenges. These
challenges’ stimuli the Utilities and DER manufacturers to announce the concept of
growing need to define and standardize the communication outside the individual SAS
that may include various DER IEDs.

As a result, the standard IEC 61850-7-420 was published in 2009 as an extension of the
IEC 61850 standard and to address these issues. The IEC 61850-7-420 specify several

types of LNs and information modeling that applicable for the various DERs e.g., fuel cell
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systems, photo-voltaic (PV), combined heat and power (CHP), etc. That information mod-
eling and new LNs facilitate the communication and the integration of the DERs into the
utilities protection and automation systems. Utilities and DER manufacturers are ex-
pected to achieve benefits from utilizing the IEC 61850-7-420 in terms of reducing the
installation, maintenance costs. Further, offering standardization of all DERs data models
that will improve the interoperability among distributed automation system (DAS) and

DERs and increase the reliability of the energy grid as illustrated in Figure 26.
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Figure 26. DERs logical devices and logical nodes concepts.

From Figure 26 the consideration has been raised that this IEC 91850-7-420 standard
address the information modelling for various DERs, whereas other IEC 61850 imple-
mentation aspects such as the services modeling, assigned system configuration lan-
guage (SCL) and the mapping schemes over the defined protocols had been covered
within the previous IEC 61850 10 parts first version. These DERs information modeling
defined by IEC 61850-7-420 standard involve not only for the local communication
among the local DERs and the local management service systems but may support the
sharing information with the main grids operators or aggregators who manage the whole

electrical grid operation.

2014—2020 European Union

European Regional
Development Fund

European Social Fund



47

The defined DERs LNs based on IEC 61850-7-420 have been grouped into four groups
upon their operation characteristic (node classes and common data classes (CDC)).
These DERs LNs groups are logical nodes for DER management systems, logical nodes for
DER generation systems, logical nodes for specific types of DER and logical nodes for
auxiliary systems. These defined DERs LNs represents all the DERs operation aspects pa-
rameters such as for instance, connecting status, availability status, economic dispatch
parameters, start/stop time, operating mode etc.

At this end let us consider the DER LNs DPST. It provides the real-time ECPs status and
measurements. The ECPs are usually associated with each DER, load, lines, buses etc.
that need to connect to the local power system, group of DERs that need to interconnect
to the Utility energy system etc. The DRCS LN defines the control status of individual DER
or group of the same type of the DERs that controlled within individual controller. Con-
tributors from distinct perspective may also add other LNs that support different power

system critical function that are not covered by both IEC 61850 standard.

3.7.2 IEC 61850-90 Series

The scope of IEC 61850 is no longer limited to substations. When the first version of the
IEC 61850 when was prepared, it was intended to exchange information among the de-
vices within the SAS. However, the global incoming booming of the DERs that needs to
be integrating to the power grid though the micro-grid concept, and their impacts on the
distribution power systems turned out new challenges. These issues have prompted util-
ities and DER manufacturers to declare the increasing need to define and standardize
communication outside of individual SASs, which may comprise several SASs/micro-grids,
connected over the communications network.
As aresult, a series of IEC/TR 61850-90-x since 2010 have been published as an extension
of the IEC 61850 standard and to address these issues. To acquire a better understanding
of the IEC 61850-90-x standard, see the list of the standards below that are might rele-
vant to our consideration.

e |EC/TR 61850-90-1:2010 specifies the communication among various SASs and

provides a comprehensive overview of different issues that related to the inter-
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SASs using the IEC 61850 implementation aspects that had been covered within
the previous IEC 61850 10 parts first version as given above. It adds the interfaces
(IF2, IF11) share the same characteristic of data exchange between substations
upon protection, automation and control distributed functions as illustrated in
Figure 27

IEC/TR 61850-90-2 report, which is under preparation, considers the communi-
cation between the substations and the control centers.

IEC/TR 61850-90-3:2013 considers the communication networks and systems for
power utility automation using IEC 61850 for condition monitoring diagnosis and
analysis.

IEC/TR 61850-90-4:2013 provides the engineering guideline for communication
considering the local area network limited to the requirements of IEC 61850
based SAS.

IEC/TR 61850-90-5:2012 provides the ability to exchange digital status and syn-
chronous phasor measurements over a wide area monitoring protection and
control (WAMPAC) among different phasor measurement units PMUs and con-
trol center. The synchronous phasor measurements data content and use is de-
fined by the IEEE C37.118, while the exchanging concept is compliant with the
IEC 61850 definitions

IEC/TR 61850-90-12, that had been published in 2015, provides definitions,
guidelines and recommendations upon the existing standards and protocols for
the WAN communication engineers. It considers the inter substation communi-
cations, substation-to-control center and inter control center communications.
Moreover, different issues related to Utilities communication over WAN such as
topology, redundancy, jitter and QoS have been addressed, which may facilitate
understanding the technologies, and integrating of different selected compo-

nents through the conducted testing.
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Figure 27. Logical interfaces between substation A and substation B.

We may explore the IEC/TR 61850-90-5 further as it defines a new routable method
through the new routable control block for the GOOSE and SV, which are R-GOOSE and
R-SV. The mapped data by R-GOOSE and R-SV control blocks are encapsulated in a ses-
sion protocol data unit (SPDU), which includes data sets and may contain information
other than just the synchro-phasors measurements. The encapsulated data is transmit-
ted via the multicast UDP/IP services that improve the delivery priority through imple-
menting the Differential Service Control Protocol (DSCP).

The DSCP limits the probability of delivery packets lost upon the router congestion, by
adding the priority tagging to the delivered packets. Consequently, according to the
IEC/TR 61850-90-5 specifications, “source filtering” through the Internet Group Manage-
ment Protocol Version 3 (IGMPv3) was specified. The IGMPv3 enables the subscriber
hosts to register on a router and assign which group they want to receive multicast traffic
from. As a result, the router does not need to deliver the packets over all the available
paths, however, it determines the appropriate dedicated paths upon the registered sub-
scriber hosts that improve the multicast delivery mechanism. IEC/TR 61850-90-5 security
is provided through the “perfect forward” security upon the encrypted key rotation be-
tween the publisher and the subscriber. The subscriber announce beforehand about the
next key rotation and the subscriber needs to detect the synchronization status with the

current key.
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4 Summary

The evolution of technology and standards that merge to the power system
functionality, has a significant impact on the feasibility and utility perfor-
mance and designs. The relatively new IEC 61850 substation automation
standard gives practical improvements in terms of more measured and cal-
culated real-time information on substation operation. This real-time data
is easily accessible thanks to the IEC 61850 standard, and it may be used to
troubleshoot substation incidents by operating, maintenance, and engi-
neering. Nonetheless, IEC 61850 does not address all these issues, it is a key
component of solutions such as harmonized data correspondence, a frame-
work with high interoperability, and network cyber security. Another issue
is the difficulty to start with the IEC 61850 standard particularly with the
end-user who has no prior experience on power system communication
network protocols/standard and related principles. It very well may be a
smart thought to read the outline archive for the IEC standards and after-
wards take a forward step with more advance documents. Thus, to tackle
the difficulties of the standard and make the reading handier, the standard
drafts with relevant topics are archived and listed.

On the other hand, certain issues may arise because of the new power sys-
tem design that compliance with the IEC 61850 specification such as in-
teroperability issues within the multivendor environments since the stand-
ard gives more freedom for the providers to implement with. This issue
could be addressed by putting IEDs to the test in multivendor environ-
ments, as several pilot projects have been set up around the world for this
reason, e.g., “Development of the Education Services of IEC 61850 in Multi-
Vendor Environment". (DEMVE) at the University of Vaasa.
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