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Digitalization (ICT) for the existing energy system  
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Developing Countermeasures and Validation Them 

3

What type of development and test platform can we use

Å Need to address both communication as well as power system domains

Å Need to be flexible to cover different network topologies as well as 
operating conditions

Å Need to be user-friendly/efficient



CPS Platform- - RT Simulator
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Cybersecurity and Resilience of Digital Energy Systems (CR-DES)



CPS Platform - RT Simulator
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Cybersecurity and Resilience of Digital Energy Systems (CR-DES)



CPS Platform - RT Simulator
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Cybersecurity and Resilience of Digital Energy Systems (CR-DES)

Å Scenario creation
Å Interface Mapping
Å Execution Control
Å Cyber Attacks
Å Animation
Å Analysis / Results

Å Electromagnetic
Å Electromechanical
Å Mechanical
Å Network
Å Communications
Å Cybersecurity

Host PC

Real-Time Co-simulation Target



CPS Platform - RT Simulator
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HYPERSIM
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Å Windows based Detailed Large-Scale Power 
System software developed by Hydro-
Québec (over 1000 3-phase buses) with 
more than 300 validated power system 
components and controllers

Å TestView: Automated testing with (supports 
Python)

Å ScopeView: Signal visualization, data 
analysis and monitoring

Å HyperView: enables monitoring simulation 
performance in real-time

ePHASORsim
Real-Time Transient
Stability Simulator
10 ms time step

HYPERsim
Large Scale Power System
Simulation for Utilities & Manufacturers
25µs to 100 µs time step
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eMEGAsim
Power System & Power Electronics Simulation
10 µs to 100 µs time step



HYPERSIM
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Tab pan to access to 

different menus

Schematics window

Libraries blocks

Log window



HYPERSIM
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Target icon Simulation 

settings



HYPERSIM
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Start simulation 

button



HYPERSIM
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Tool icons



HYPERSIM
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Å TestView: Automated testing with (supports 
Python)



HYPERSIM
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Å ScopeView: Signal visualization, data 
analysis and monitoring



HYPERSIM
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Å HyperView: enables monitoring simulation 
performance in real-time



HYPERSIM
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EXata CPS icon


