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What type of development and test platform can we use

Needto address both communication as well as power systiemains

Need to be flexible to cover different network topologies as well as
operating conditions

Need to be usefriendly/efficient
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CPS Platform- - RT Simulator

Cybersecurity and Resilience of Digital Energy SysterdiSEGR
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CPS Platform - RT Simulator

Cybersecurity and Resilience of Digital Energy SysterdiSEGR
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CPS Platform - RT Simulator

Cybersecurity and Resilience of Digital Energy SysteriSEGR
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HYPERSIM
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HYPERSIM

I3 C:\Opal RT_to_delet\Sbus\HVAC_300kV_6Bus\HVAC_500kV_6Bus.ecf - HYPERSIM
Home Options View Design HYPERSIM

I I ﬂ & Cut @ Paste Special... Undo (23 Duplicate % Select All + Draw Signal - (@ Orientation... /' Line [ Rectangle 22 Arc ﬁ Quick Find | 02/8Ct name
3 copy i Redo )¢ Delete % Deselect Al % Zap P Move E Newereakout. | T Text ([ Rounded Rect Q Point | 3 Advanced Find
Save Save Properties...
A, | [ Paste [ Invert selection | & Name ‘@ Attribute Probe ] Polygon () Hlipse 4 Property Browser
File Clipboard Edit Tools Operations Draw Graphics Find

HVAC 500kV _6Busecf X

This basic network demonstrates a simple case of wave propagation in an AC transmission system.

Tab pan to access to
different menus

A 1-phase-to-ground fault is applied at one end of the transmission line.
The resulting shockwave propagates to the other end.

A protection scheme is present to clear the fault.

Schematics window

Libraries blocks

é
Cr2
=

Protection scheme:

The fault occurs on phase A at 0.028 s.
The protection system isolates the line by opening line breakers at 0.1 s.
The fault is cleared and the line is brought back to service at 0.2 s.
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[ R
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Control Exciters
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Control Math Operations
Control Measurements.
Control Miscellaneous
Control Nonlinear And Dela
Control Protection Relays
Control Sources

Control Stabilizers
Network FACTS and HVDC
Network Filters
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Network Measurements
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Network RLC

Network Sources

Network Switches and Breal
Network Tools

Network Transformers
Network Voltage Source Co
Signal Routing

Target Inputs and Qutputs

HVAC_S00KV_6Bus.ec Ts = 50.0ps Target = [localhost]

2021-88-28 12:38:44.157] Load preferences file: [C:\DPRL—RT\HVPERSIM\hyp-ErsiijM.3.B.DQ?\Nindws\HyGu'lldata.’HyDEl‘s'lrl.res]

2021-08-20 12:39:44.169] Load preferences file: [C:\OPAL-RT\HYPERSIM\hyconfig/Hypersim.res]
2021-08-20 12:39:44.169] Load preferences file: [C:\Users\yp_mmekka/HYPERSIM/Hypersim.res]
Starting serwer RPC [@x3fffceea]...

[2021-08-20 12:30:44.868] Starting session....

[2621-88-20 12:30:44.873] HyAcqSpooler running outside Hypersim...

[

[

[
[2621-98-20 12:39:44.169] Load preferences file: [C:\OPAL-RT\HYPERSIM\hypersim_2828.3.8.097\Windows\HyGul/data/Hypersim.cite]
[
[

2021-88-20 12:308:44.873] Starting session.... done
2021-98-20 12:30:46.383] Code (2020.3.8.097) and engine (20828.3.8.097) versions match. Continue...

Log window

HypCansole | HVAC_300kV_6Bus.ecf [localhost:1] | HVAC_500kV_6Bus.simaut [localhost1]
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X1 C:\Opal RT_to_delet\bbus\HVAC_S00kV_6Bus\HVAC_S500kV |

HYPERSIM

- o x
o i imulati N
HyperView & Target Mar Target iCOn [ save B Topology Analys Slm u' atlon #f settings @ Start Monitoring o
[ ScopeView 9y Preferences ¥ save hs @ Netlist Settlngs e | 5ot Vo i Data Folder [ Stop Monitoring "
[ Testview B Eata-CPS E= Summary | ¥ Load Flow a;e o I8 Snapshot - Ma:{:m
Tools Import/Export | Sensors & |/Os ——— Simulation Help
HVAC_500kV EBusecf X 57
fodt Simulation Settings - HVAC_500kV_6Bus.ecf — O b S
This ations
J General u Target || Advanced | el
A1-p ) ~ets
Ther, Target Configuration =
Relays
A pro g
Target ‘ localhost - || = | - awc
| cables
Simulation mode | Offline (RTA) - |
Gel 1ents
e Energy
o Architecture Windows
snd Breal
Simulation Bt
HO - sutputs
Time step | 50e-6 E
Prot [ —
T,r,:? Performance factor 1
The ¢
The . [ | [Fom
* Code directory CAUserslyp_mmekka\HYPERSIM\code\yp_mmekka\c96672c06ebcSacfea30e753350168d59 | | i || b || © || £ |
D Enable simulation logging Perform load flow and set initial conditions at simulation start
HVAC _500kV _6Bus.ecf Ts = 5 -
B e g o1 | Nonlinear elements iterative method
[2821-08-20 12: 169] Lo
[2021-98-20 12: 44.16%] Lo —
Starting server RPC [@x3fffc| |
Foe D e o D Activate iterative method Maximum iterations | 5 v'| Apply to all nonlinear elements -
[2621-88-20 12: 44.873] St
[2621-88-20 12:30:46.383] (o
HypConsole | HVAC_500kV_bBus.e| J
| Tasks Manager | ‘ Ok | | Apply | | Revert | | Cancel | ||
e _ ’ to
== P . m - W ] E @ m L-JO) E_] ARE o Gow 20,3123602210



HYPERSIM

[X] C:\Opal RT_to_delet\6bus\HVAC_500kV_6Bus\HVAC_500kV_6Bus.ecf - HYPERSIM
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HVAC_S00KV_BBusect X

This basic network demonstrates a simple case of wave propagation in an AC transmission system.

A 1-phase-to-ground fault is applied at one end of the transmission line.
The resulting shockwave propagates to the other end.

A protection scheme is present to clear the fault.

Protection scheme:

The fault occurs on phase A at 0.028 s.

The protection system isolates the line by opening line breakers at 0.1 s.
The fault is cleared and the line is brought back to service at 0.2 s.

Parts. - X

Parts by Library =

Control Exciters

Control Governors

Control Logic Operations
Control Math Operations
Control Measurements
Control Miscellaneous
Control Nonlinear And Dela
Control Protection Relays
Control Sources

Control Stabilizers
Network FACTS and HVDC
Network Filters

Network Lines and Cables
Network Loads

Network Machines.
Network Measurements
Network Renewable Energy
Network RLC

Network Sources

Network Switches and Breal
Network Tools

Network Transformers
Network Voltage Source Co
Signal Routing

Target Inputs and Outputs

| HVAC_500kV_6Bus.ecf Ts = 500 ps Target = [localhost]

T = e G T

+ [Ci\OPAL-RT\HYPERSIM\hypersim_2020.3.@.097\Windows\HyGui/data/Hypersim.res]
[2021-88-20 12 .169] Load preferences file: [C:\OPAL-RT\HYPERSIM\hypersim_2028.3.8.097\Windows\HyGui/data/Hypersim.site]
[2821-05-20 12 .1869] Load preferences fil [C:\OPAL-RT\HYPERSIM\hyconfig/Hypersim.res]

[2621-88-28 12:30:44.169] Load preferences file: [C:\Users\yp_mmekka/HYPERSIM/Hypersim.res]

Starting server RPC [@x3FffcOBg]...

[2621-88-28 12:30:44,868] Starting session....

[2021-88-20 12:30:44.873] HyAcgSpooler running outside Hypersim...

[2021-88-20 12:30:44.873] Starting session.... done

[2621-88-28 12:30:46.383] Code (20208.3.8.097) and engine (2820.3.8.097) versions match. Continue...

T
[2021-88-28 12:30:44.157] Load preferences fil

HypConsale | HVAC_500kV_6Bus.ecf [localhost:1] | HVAC_500kV_6Bus.simaut [localhost:1]
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HYPERSIM

[X] C:\Opal RT_to_delet\6bus\HVAC_500kV_6Bus\HVAC_500kY_6Bus.ecf - HYPERSIM
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A 1-phase-to-ground fault is applied at one end of the transmission line.
The resulting shockwave propagates to the other end.

A protection scheme is present to clear the fault.

Network Loads

Network Machines.
Network Measurements
Network Renewable Energy
Network RLC

Network Sources

Network Switches and Breal
Network Tools
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Target Inputs and Outputs

Protection scheme:

The fault occurs on phase A at 0.028 s.

The protection system isolates the line by opening line breakers at 0.1 s.
The fault is cleared and the line is brought back to service at 0.2 s.

| HVAC_500kV_6Bus.ecf Ts = 500 ps Target = [localhost]

T = e G T

+ [Ci\OPAL-RT\HYPERSIM\hypersim_2020.3.@.097\Windows\HyGui/data/Hypersim.res]
[2021-88-20 12 .169] Load preferences file: [C:\OPAL-RT\HYPERSIM\hypersim_2028.3.8.097\Windows\HyGui/data/Hypersim.site]
[2821-05-20 12 .1869] Load preferences fil [C:\OPAL-RT\HYPERSIM\hyconfig/Hypersim.res]

[2621-88-28 12:30:44.169] Load preferences file: [C:\Users\yp_mmekka/HYPERSIM/Hypersim.res]

Starting server RPC [@x3FffcOBg]...

[2621-88-28 12:30:44,868] Starting session....

[2021-88-20 12:30:44.873] HyAcgSpooler running outside Hypersim...

[2021-88-20 12:30:44.873] Starting session.... done

[2621-88-28 12:30:46.383] Code (20208.3.8.097) and engine (2820.3.8.097) versions match. Continue...

T
[2021-88-28 12:30:44.157] Load preferences fil

HypConsale | HVAC_500kV_6Bus.ecf [localhost:1] | HVAC_500kV_6Bus.simaut [localhost:1]
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HYPERSIM
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HYPERSIM
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A ScopeView Signal visualization, data
analysis and monitoring
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HYPERSIM

HyperView enables monitoring simulation
performance in reatime
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