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What type of development and test platform can we use

Need to address both communication as well as power system domains

Need to be flexible to cover different network topologies as well as
operating conditions

Need to be user-friendly/efficient
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CPS Platform- - RT Simulator

Cybersecurity and Resilience of Digital Energy Systems (CR-DES)
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CPS Platform - RT Simulator

Cybersecurity and Resilience of Digital Energy Systems (CR-DES

OFPAL-RT
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CPS Platform - RT Simulator

Cybersecurity and Resilience of Digital Energy Systems (CR-DES)
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HYPERSIM

Windows based Detailed Large-Scale Power
System software developed by Hydro-
Québec (over 1000 3-phase buses) with
more than 300 validated power system
components and controllers

Number of

Buses

TestView: Automated testing with (supports
Python)

ScopeView: Signal visualization, data
analysis and monitoring

HyperView: enables monitoring simulation
performance in real-time
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Real-Time Transient
Stability Simulator
10 ms time step

HYPERsim

Large Scale Power System

Simulation for Utilities & Manufacturers
25 ps to 100 ps time step
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? Power System & Power Electronics Simulation
10 ps to 100 ps time step
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HYPERSIM

I3 C:\Opal RT_to_delet\Sbus\HVAC_300kV_6Bus\HVAC_500kV_6Bus.ecf - HYPERSIM
Home Options View Design HYPERSIM

I I ﬂ & Cut @ Paste Special... Undo (23 Duplicate % Select All + Draw Signal - (@ Orientation... /' Line [ Rectangle 22 Arc ﬁ Quick Find | 02/8Ct name
3 copy i Redo )¢ Delete % Deselect Al % Zap P Move E Newereakout. | T Text ([ Rounded Rect Q Point | 3 Advanced Find
Save Save Properties...
A, | [ Paste [ Invert selection | & Name ‘@ Attribute Probe ] Polygon () Hlipse 4 Property Browser
File Clipboard Edit Tools Operations Draw Graphics Find

HVAC 500kV _6Busecf X

This basic network demonstrates a simple case of wave propagation in an AC transmission system.

Tab pan to access to
different menus

A 1-phase-to-ground fault is applied at one end of the transmission line.
The resulting shockwave propagates to the other end.

A protection scheme is present to clear the fault.

Schematics window

Libraries blocks

é
Cr2
=

Protection scheme:

The fault occurs on phase A at 0.028 s.
The protection system isolates the line by opening line breakers at 0.1 s.
The fault is cleared and the line is brought back to service at 0.2 s.

Voltage Levels
[ R

Parts -

Parts by Library

Control Exciters

Control Governors

Control Logic Operations
Control Math Operations
Control Measurements.
Control Miscellaneous
Control Nonlinear And Dela
Control Protection Relays
Control Sources

Control Stabilizers
Network FACTS and HVDC
Network Filters

Network Lines and Cables
Network Loads

Network Machines
Network Measurements
Network Renewable Energy
Network RLC

Network Sources

Network Switches and Breal
Network Tools

Network Transformers
Network Voltage Source Co
Signal Routing

Target Inputs and Qutputs

HVAC_S00KV_6Bus.ec Ts = 50.0ps Target = [localhost]

2021-88-28 12:38:44.157] Load preferences file: [C:\DPRL—RT\HVPERSIM\hyp-ErsiijM.3.B.DQ?\Nindws\HyGu'lldata.’HyDEl‘s'lrl.res]

2021-08-20 12:39:44.169] Load preferences file: [C:\OPAL-RT\HYPERSIM\hyconfig/Hypersim.res]
2021-08-20 12:39:44.169] Load preferences file: [C:\Users\yp_mmekka/HYPERSIM/Hypersim.res]
Starting serwer RPC [@x3fffceea]...

[2021-08-20 12:30:44.868] Starting session....

[2621-88-20 12:30:44.873] HyAcqSpooler running outside Hypersim...

[

[

[
[2621-98-20 12:39:44.169] Load preferences file: [C:\OPAL-RT\HYPERSIM\hypersim_2828.3.8.097\Windows\HyGul/data/Hypersim.cite]
[
[

2021-88-20 12:308:44.873] Starting session.... done
2021-98-20 12:30:46.383] Code (2020.3.8.097) and engine (20828.3.8.097) versions match. Continue...

Log window

HypCansole | HVAC_300kV_6Bus.ecf [localhost:1] | HVAC_500kV_6Bus.simaut [localhost1]
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X1 C:\Opal RT_to_delet\bbus\HVAC_S00kV_6Bus\HVAC_S500kV |

HYPERSIM
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HYPERSIM

[X] C:\Opal RT_to_delet\6bus\HVAC_500kV_6Bus\HVAC_500kV_6Bus.ecf - HYPERSIM

- Home Options View

Hyperview &GP Target Manager Sequences
ScopeView gy Preferences

Design | HYPERSIM |

L4 =B & )

@l Start simulation
R

4l Open [ Save
A add B savens

c 'ﬁv Settings

B start Monitoring e
J Data Folder I Stop Monitaring

Project UCM  Simulink Network Network | I/Olnterface Data erate | Stat Stop __ User
TestWiew E EXata-CPS - - Configuration Logger ﬁ Clear g: summary | ¥ Snapshot ~ Manual
Tools Import/Export Sensors & |/Os Simulation Help

HVAC_S00KV_BBusect X

This basic network demonstrates a simple case of wave propagation in an AC transmission system.

A 1-phase-to-ground fault is applied at one end of the transmission line.
The resulting shockwave propagates to the other end.

A protection scheme is present to clear the fault.

Protection scheme:

The fault occurs on phase A at 0.028 s.

The protection system isolates the line by opening line breakers at 0.1 s.
The fault is cleared and the line is brought back to service at 0.2 s.

Parts. - X

Parts by Library =

Control Exciters

Control Governors

Control Logic Operations
Control Math Operations
Control Measurements
Control Miscellaneous
Control Nonlinear And Dela
Control Protection Relays
Control Sources

Control Stabilizers
Network FACTS and HVDC
Network Filters

Network Lines and Cables
Network Loads

Network Machines.
Network Measurements
Network Renewable Energy
Network RLC

Network Sources

Network Switches and Breal
Network Tools

Network Transformers
Network Voltage Source Co
Signal Routing

Target Inputs and Outputs

| HVAC_500kV_6Bus.ecf Ts = 500 ps Target = [localhost]

T = e G T

+ [Ci\OPAL-RT\HYPERSIM\hypersim_2020.3.@.097\Windows\HyGui/data/Hypersim.res]
[2021-88-20 12 .169] Load preferences file: [C:\OPAL-RT\HYPERSIM\hypersim_2028.3.8.097\Windows\HyGui/data/Hypersim.site]
[2821-05-20 12 .1869] Load preferences fil [C:\OPAL-RT\HYPERSIM\hyconfig/Hypersim.res]

[2621-88-28 12:30:44.169] Load preferences file: [C:\Users\yp_mmekka/HYPERSIM/Hypersim.res]

Starting server RPC [@x3FffcOBg]...

[2621-88-28 12:30:44,868] Starting session....

[2021-88-20 12:30:44.873] HyAcgSpooler running outside Hypersim...

[2021-88-20 12:30:44.873] Starting session.... done

[2621-88-28 12:30:46.383] Code (20208.3.8.097) and engine (2820.3.8.097) versions match. Continue...

T
[2021-88-28 12:30:44.157] Load preferences fil

HypConsale | HVAC_500kV_6Bus.ecf [localhost:1] | HVAC_500kV_6Bus.simaut [localhost:1]
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HYPERSIM

[X] C:\Opal RT_to_delet\6bus\HVAC_500kV_6Bus\HVAC_500kY_6Bus.ecf - HYPERSIM

HyperView
ScopeView
TestWiew

4 Open [ save [2) Tonology Analysis Report 2T Set Initizl Conditions .,IQ c ;l #f settings [, Start Monitoring e

T00| IcCOoNns A nad savens | [ Netist &0 Disable Breakers/Faults 4l) Data Folder [ Stop Monitoring
Data . Analyze Map Generate | Start Stop User
-CPS Logger [1] Clear §= Summary | § Load Flow Task Manager Tasks  Code Snapshot ~ Manual

Tools Sensors & |/0s Network Simulation Help

HVAC_500kV_6Busecf X Parts - X

Parts by Library =

Control Exciters

Control Governors
Control Logic Operations
Control Math Operations
Control Measurements
Control Miscellaneous
Control Nonlinear And Dela
Control Protection Relays
Control Sources

Control Stabilizers
Network FACTS and HVDC
Network Filters

I
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This basic network demonstrates a simple case of wave propagation in an AC transmission system. [
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A 1-phase-to-ground fault is applied at one end of the transmission line.
The resulting shockwave propagates to the other end.

A protection scheme is present to clear the fault.

Network Loads

Network Machines.
Network Measurements
Network Renewable Energy
Network RLC

Network Sources

Network Switches and Breal
Network Tools

Network Transformers
Network Voltage Source Co
Signal Routing

Target Inputs and Outputs

Protection scheme:

The fault occurs on phase A at 0.028 s.

The protection system isolates the line by opening line breakers at 0.1 s.
The fault is cleared and the line is brought back to service at 0.2 s.

| HVAC_500kV_6Bus.ecf Ts = 500 ps Target = [localhost]

T = e G T

+ [Ci\OPAL-RT\HYPERSIM\hypersim_2020.3.@.097\Windows\HyGui/data/Hypersim.res]
[2021-88-20 12 .169] Load preferences file: [C:\OPAL-RT\HYPERSIM\hypersim_2028.3.8.097\Windows\HyGui/data/Hypersim.site]
[2821-05-20 12 .1869] Load preferences fil [C:\OPAL-RT\HYPERSIM\hyconfig/Hypersim.res]

[2621-88-28 12:30:44.169] Load preferences file: [C:\Users\yp_mmekka/HYPERSIM/Hypersim.res]

Starting server RPC [@x3FffcOBg]...

[2621-88-28 12:30:44,868] Starting session....

[2021-88-20 12:30:44.873] HyAcgSpooler running outside Hypersim...

[2021-88-20 12:30:44.873] Starting session.... done

[2621-88-28 12:30:46.383] Code (20208.3.8.097) and engine (2820.3.8.097) versions match. Continue...

T
[2021-88-28 12:30:44.157] Load preferences fil

HypConsale | HVAC_500kV_6Bus.ecf [localhost:1] | HVAC_500kV_6Bus.simaut [localhost:1]
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HYPERSIM
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Python)
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HYPERSIM

- ScopeView: Signal visualization, data
analysis and monitoring

B2 [/Etienne/ScopeView-1] Untitled.svt™
File Edit View Zoom Graph Acquisiti

Help
aBdrEBa(oa(Xna|EHew a Q- & [BHmEN L[ EE> BN DS

ScopeView

W=EST7.VammEST7 Vb= EST7 Vo

0 001 002 003

[HYP1] HVAC_500kV_8Bus. exe - localhost 1 - Ts: 50e-8 Pert: 1 Data Step: 1 - Real time - localhost - 2020/05/04 10:44:35,000000
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HYPERSIM

HyperView: enables monitoring simulation
performance in real-time

o R 605 11175097 |
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HYPERSIM

Home Options. View Design HYPERSIM

Hyperview & Target Manager B3 Sequences ‘ﬂ
[ Scopeview g Preferences -

[ save @ Topology Analysis Report E Set Initial Conditions #Q o J 'ﬁ Settings [ Start Monitoring o
,l Save As @ Netlist W Disable Breakers/Faults 4l Data Folder itorir

BB Stop Monitoring

. - - Analyze Map Generate | Start User
TestView E EXata-CPS Exata CPS ICON §= Summary H Load Flow Task Manager Tasks  Code . Snapshot = Manual
Toals Network Simulation Help
<

HVAC_500kV_6Bus.ecf X

This basic network demonstrates a simple case of wave propagation in an AC transmission system.

A 1-phase-to-ground fault is applied at one end of the transmission line.
The resulting shockwave propagates to the other end.

A protection scheme is present to clear the fault.

Protection scheme:

The fault occurs on phase A at 0.028 s.
The protection system isolates the line by opening line breakers at 0.1 s.
The fault is cleared and the line is brought back to service at 0.2 s.

Parts - X

Parts by Library i
Control Exciters

Control Governors

Control Logic Operations
Control Math Operations
Control Measurements
Control Miscellaneous
Control Nonlinear And Dela
Control Protection Relays
Control Sources

Control Stabilizers
Network FACTS and HVDC
Network Filters

Network Lines and Cables
Network Loads

Network Machines.
Network Measurements
Network Renewable Energy
Network RLC

Network Sources

Network Switches and Breal
Network Tools

Network Transformers
Network Voltage Source Co
Signal Routing

Target Inputs and Outputs

HVAC_500kV_6Bus.ecf Ts =500 ps Target = [localhost]

* X

e = 5 iy w T
[ 1 Luad preferences file: [C:\OPAL-RT\HYPERSIM\hypersim_2028.3.@.097\Windows\HyGui/data/Hypersim.res]
[ :3@:44,169] Load preferences file: [C:\OPAL-RT\HYPERSIM\hypersim_282@.3.8.097\Windows\HyGui/data/Hypersim.cite]
[2821 95-20 12: ] Load preferences file: [C:\OPAL-RT\HYPERSIM\hyconfig/Hypersim.res]

[2021-88-28 12: ,44.‘159] Load preferences file: [C:\Users\yp_mmekka/HYPERSIM/Hypersim.res]

Starting server RPC [@x3fffceed]...

[2021-88-20 12:30:44.868] Starting session....

[2021-88-20 12:30:44.873] HyAcgSpooler running outside Hypersim...

[2021-88-20 12:3@:44.873] Starting session.... done

[2021-88-28 12:30:46.383] Code (2020.3.8.097) and engine (2820.3.8.097) versions match. Continue...

2021-85-20 12:39:44.157,

HypCansale | HVAC_500kV_6Bus.ecf localhost:1] | HVAC_500kV_6Bussimout [localhost1]
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EXata
Exata A\_SCALABLE

CPS 5 NETWORK TECHNOLOGIES

Windows based high-fidelity network emulator/simulation, which simulates the
network communications of electrical grids, attacks, defenders etc. EXata CPS is
integrated with OPAL-RT’s HYPERSIM real-time simulator on the same hardware to
offer a complete real-time cyber-physical solution for the development, testing, and
assessment of electrical grids, support more than 1000 of devices.

Develop emulation/simulation models for new networking technologies. Design new
communications protocol models using the OSI-style

Connect real networks, applications, and devices with EXata emulated network
Analyze and manage EXata virtual networks with popular, industry-standard, tools

Develop, test and evaluate, and train users on cyber warfare and network sec
technologies.
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EXxatla’ SCALABLE

CPS NETWORK TECHNOLOGIES

Common Attack Vectors

* Backdoors and holes in network perimeter

* Exploitation of vulnerabilities in SCADA protocols
 Communications hijacking and man-in-the-middle attacks
e Database attacks

* Bogus input data to the controller introduced by compromised sensors and/or exploited
network link between the controller and the sensors

* Manipulated and misleading output data to the actuators/reactors from the controller
due to compromised network link between the controller and the actuators

e Attacks on timing and synchronization

E U : I.ta Euroopn unioni
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. EXata
SCALABLE

NETWORK TECHNOLOGIES

Virtual Protocol Stacks
for 1000’s of users, devices

App! jcation

Tra nsport
IP
Network
Link

MAC

lesicﬂl

Sniffer +
Loop +
External

Interfaces
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EXata

IS Izl . SCALABLE

CPS AN\ NETWORK TECHNOLOGIES

Attack models encompassing the protocol stac

Defensive Breach Framework

* Firewall models

* Interface with attack
generators & IDS

. Physical Physical Attack
Attacks Framework

. Denial of Service Framework
Transport * OS resource modeling
* Resource depletion modeling

Routing Misconfig Framework

— Network -
Sniffing and Passive traffic

analysis

“Wired & Wireless

Eavesdropping Framework

Jamming Framework
Physical * Barrage Noise Jam
s “Silent” 802.11 MA
* Sweepjamming
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EXata
Exata A\ SCALABLE

CPS S OSSN NETWORK TECHNOLOGIES

Standard Toolbar Componants Toolbar View Toolbar
Coordinates Toolbar

Keyword Search Box

Menu Bar
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Warning in file C:Yjenkins\workspace Exata _f jnterfz _analyzer.cpp: 1525
EXata interface not found. Packet Sniffer disabled
Warning in file C:jenkins\workspace \Exata_Release\exata\interfaces\auto-ipne\srcljnject_interface,cpp: 1039
Cannot use device \Device \WPF_{7136751E-FCA3-49CB-9C 15-13571D5E5048} for emulation. Error: lbnet_open_link(): network type (-1) is not supported
Warning in file C:\jenki \Exata \packet_analyzer.cpp: 1525
EXata interface not found. Packet Sniffer disabled
Warning in file C:\jenkins\workspace\Exata_Release\exata\interfaces\auto-ipne\srcinject_interface.cpp: 1039
| Cannot use device \Device\WPF_{7136751E-FCA3-49CB-9C 15-13571D5E504B} for emulation. Error: libnet_open_link(): network type (-1) is not supported
.
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* Test and predict power systems and communication networks behavior under
attack.

* Ability to scale to represent the entire network.

* Integration of the developed real time simulation models with equipment and
power grid HIL, PHIL etc.

* Run ‘what-if’ scenarios about critical infrastructure under cyber-attack
without threatening operations.

* Assess effectiveness of tools, techniques and architectures to ensure system
availability.

 Measure and improve system resiliency.
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